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Abstract— We introduce a general framework for inter-
enterprise distributed data mining that takes into account
privacy requirements. It is based on building probabilistic or
generative models of the data at each local site. The parameters
of these models are then transmitted to a central location instead
of the original or perturbed data. We mathematically show that
the best representative of all the local models is a certain “
mean” model, and empirically show that this model can be
approximated quite well by generating artificial samples from
the underlying distributions using Markov Chain Monte Carlo
techniques, and then fitting a combined global model with a
chosen parametric form to these samples. We also propose
a new measure that quantifies privacy based on information
theoretic concepts, and show that decreasing privacy leads to a
higher quality of the combined model and vice versa. Empirical
results on (distributed) clustering and classification - two of the
most fundamental data mining procedures - are provided on
different kinds of datasets consisting of vectors, variable length
sequences and high dimensional directional data, to highlight
the generality of our framework. The results show that high
quality global models can be achieved with little loss of privacy.

I . INTRODUCTION

While data mining and pattern recognition algorithms
invariably operateon centralizeddata,usually in the form
of a single �at �le, in practice,relatedinformation is often
acquiredand storedat geographicallydistributed locations
due to organizationalor operational constraints.Central-
ization of such data before analysismay not be desirable
becauseof computationalor bandwidthcosts.In somecases,
it may not even be possible due to variety of real-life
constraintsincluding security, privacy, proprietarynatureof
data/software and the accompanying ownership and legal
issues.The relevanceof such constraintshas becomevery
evident of late as several agenciesattemptto integratetheir
databasesandanalyticaltechniques,promptingmuchinterest
in distributeddatamining (DDM).

Most of the DDM techniquesdeveloped so far have
focusedon classi�cation or on associationrules [1], [3],
[6], [8]. There has also been some work on distributed
clustering for vertically partitioned data (different sites
contain different attributes/featuresof a common set of
records/objects)[7], [12], and on parallelizing clustering
algorithmsfor horizontallypartitioneddata (i.e. the objects
are distributed amongstthe sites, which record the same
set of featuresfor eachobject) [5]. Thesetechniques,how-
ever, do not speci�cally addressprivacy issues.In contrast,
privacy-preservingdatamining techniquestypically involve
(i) queryrestriction,which is highly manual,or (ii) subjecting
individual records or attributes to a “privacy preserving”
perturbationandsubsequentlytry to recover theoriginaldata.

Most of theseapproachesarerestrictedto vectordataandare
applicableonly in settingswherea centralparty is collecting
individual recordsthat needto be protected.

In this paper we focus on a distributed inter-enterprise
data mining setting, taking into account various privacy
restrictions.The prototypicalapplicationscenariois one in
which thereare multiple partieswith con�dential databases
of thesameschema.Thegoal is to characterize(for example,
to perform clusteringor classi�cation) the entiredistributed
data,without actually �rst pooling this data.For example,
the parties can be a group of banks,with their own sets
of customers,who would like to have a better insight
into the behavior of the entire customerpopulationwithout
compromising the privacy of their individual customers.
A fundamentalassumptionis that there is an (unknown)
underlyingdistribution that representsthe different datasets
and it is possible to learn this unknown distribution by
combininghigh-level informationfrom the differentsources
insteadof sharingindividual records.

The approachthat we proposeis very generic,applicable
to a wide rangeof datatypesanddatamining procedures.It
is basedon building generative modelson eachof the local
data sourcesand combining them centrally using only the
modelparametersanda minimum amountof supplementary
dataif needbe.Instancesof this approacharefoundin a few
recentworks including stackingfor densityestimation[11],
wherethecombinedmodelwasempiricallyshown to bemore
accuratethan the basemodels,and distributed cooperative
Bayesianlearning approach[13], where different Bayesian
agentsestimatethe parametersof the target distribution and
a meta-learnercombinestheoutputsof theseagentsto obtain
the�nal parameters.In our work, thecombinedglobalmodel
is obtainedfrom the“virtual samples”generatedby the local
models,using Monte Carlo Markov Chain sampling tech-
niques.We prefer to usegenerative modelsfor representing
the local datasourcesasthey provide a betterunderstanding
of thedatadistributionandarealsomoresuitedfor a privacy-
preservingsetting.

A word aboutthe notation:Setssuchas �������	�	�
������
�� are
enumeratedas ������� 
����� . Probability density functions of a
model � is denotedby ��� . Expectationof functions of a
randomvariable � following a distribution � aredenotedby������ "! � # . $ is usedto denoteobjectsand takes valuesover
thedomainof datawhile % is usedto denoteclasslabelsand
� is usedwhena statementholds for both &'$(��%") and $ .

I I . PROBLEM DEFINITION

There are two broad approachesto distributed learning.
The �rst approachemploys data-parallelmethods[5] that



aresusceptibleto privacy breaches.Besides,it is dif�cult to
quantify the privacy provided by theseparallel algorithms.
The secondapproachinvolves building modelslocally and
then combiningthem at a central location to obtain a more
accuratemodel[3], [13]. This approachenableseasyanalysis
of privacy costsin termsof the local model that is shared
with the centrallocation.Moreover, it allows the individual
partiesto useproprietaryalgorithmsanddomainknowledge,
andenablesreuseof legacy models[12].

In this paper, we adopt the secondapproach.We divide
the distributed learning problem into two sub-problems—
(i) choosing local models based on privacy restrictions,
and (ii) combining the local models effectively to obtain
a “good” global model. In our currentwork, we formalize
the �rst problem by quantifying privacy costsand mainly
focuson solving the secondproblem,assumingthat the �rst
problemis solved. This separationof concernsobviatesthe
need for optimizing a complicatedobjective function that
simultaneouslycapturesthe quality of model,privacy costs.

Let ��� � � 
����� be � horizontally partitioned data sources
generatedby a common underlying model, ��� and let
����� � 
� � � be the local modelsobtainedby applyingclustering
or classi�cation algorithmsto thesedatasources.Then, the
objectiveof the�rst sub-problemis to obtainthelocalmodels
����� � 
� � � , such that the constraintson the privacy costsare
satis�ed, i.e., �������
	���	�� ��
 & ����)���� � where 
 & � ) is the
privacy costfunctiondiscussedin section4, and ��� � � 
����� are
the lowestallowed privacy costsfor the local models.

For the secondsub-problem,the aim is to obtain a high
quality globalmodelthat is alsohighly interpretable.Quality
can be easily quanti�ed in termsof how representative the
model is of the true distribution, while interpretability, i.e.,
easeof understandingor describingthe model,is dif�cult to
quantify. Hence,to make the problemtractable,we require
that the global modelbe speci�ed asa mixture modelbased
on a given parametricfamily (e.g.,mixture of Gaussians).
We call the resultingsearchproblemof �nding the highest
quality global model within this family of modelsthe Dis-
tributed Model-based Learning (DML) problemandstate
it more formally below.

Let ����� � 
� ��� be non-negative weightsassociatedwith the
local modelsbasedon their importanceor on the size of
the correspondingdatasources.The objective of the DML
problemis to obtain the optimal global model ���� belonging
to a given family of models � , i.e.,

� �������� �"!$#&%��')(�*
+ & � � ) � (1)

where
+ & � ) is the modelquality costde�ned in termsof the

local modelsand their weights.

A. Model Representation

We representboth classi�cation and clustering models
in terms of density functions.This commonrepresentation
enablesusto de�ne costfunctionsfor bothtypesof modelsin
a uniform mannerandalsoleadsto a systematicapproachfor
solvingboththedistributedclusteringandclassi�cationprob-
lems.In our scheme,a classification model, i.e.,a generative

model � , producedby a classi�cation algorithmis speci�ed
in termsof the joint densityon the dataobjects $ and the
classlabels % , � � &'$(� % ) �-,/.0 ���21 ! % �43 #65 0� � � &'$87 3 ) � where
�95 0� � .0 ��� are the class priors, ��� � & $:7 3 )�� .0 ��� are the class
conditionaldensities,; is thenumberof classesand 1 ! � # is the
indicator function. On the other hand,a clustering model,
i.e.,a generativemodel � , producedby a clusteringalgorithm
is speci�ed in termsof probabilitydensity� ��& $�) on thedata
objects $ aloneand is given by, � � & $�) � ,/.0 ��� 5 0� � ��& $:7 3 ) �
where �95 0� � .0 ��� arethe clusterpriors, ��� � &'$87 3 ) � .0 ��� arethe
clusterdensitiesand ; is the numberof clusters.

B. Model Quality

A naturalde�nition for thequality cost,
+=< & � ) , for a global

model, is simply the “ distance” from the underlying true
model �>� , i.e.,

+?< & � � ) �A@ & �B� � � � ) � where @ & ���	� ) is a
suitabledistancemeasurefor models.Since ��� is not known,
we instead,considerthe different local models ����� � 
����� as
estimatorsof �>� with weights ��� � � 
����� andde�ne thequality
costfunction in termsof the averagedistancefrom the local
models,i.e.,

+ & � � ) ��, 
� � � � � @ & � � ��� � )DC
Metrics basedon the norms of density functions such

as the E � distanceand the squared EGF distanceand KL-
divergenceare the commonly used distancemeasuresfor
comparinga pair of generative models. For classi�cation
models, another suitable measureis the mismatch in the
labelings,which reducesto the misclassi�cationerror when
oneof the modelsbeingcomparedis the true model.Of all
these,KL-divergenceis themostnaturalcomparisonmeasure
since it is linearly relatedto the averagelog-likelihood of
the datageneratedby onemodelwith respectto theother. It
is also a well-behaved differentiablefunction of the model
parametersunlike the other measures.Hence,we optimize
the quality cost function basedon the KL-divergenceand
use other measuresonly for secondaryevaluation of the
experimentalresults.For clusteringmodels,we considerthe
KL-divergencebetweenthe density functions of just the
data values,i.e., @IHKJ LNMO�P & � � ���>F�) �RQ E & � ��S & $�)NT � ��U &'$ ) ) and
for classi�cation models, we consider the KL-divergence
between the joint densities � ��S & $�� % ) and � ��U &'$(��%") , i.e.,
@VHKJ W MXMO�P & ������� F ) ��Q E & � � S &'$(� % )9T � � U &'$(��%")�) .

I I I . DISTRIBUTED MODEL-BASED LEARNING

In this section, we �rst pose the DML problem as an
optimization problem and presentan approximationusing
samplingtechniques.Then,we proposepracticalalgorithms
to ef�ciently addressthis approximateproblemfor the dis-
tributedclusteringandclassi�cation scenarios.

The objective of the DML problemis to obtain a global
model � � belongingto a particularparametricfamily � such
that the quality cost function

+ & � ) basedon KL-divergence
is minimized, i.e.,

� �� �/��� �"!$#Y%��'Z(�*
+ & � � ) �/�"�[�\!$#Y%��'Z(�*


]
����� ��� @ O�P & ��� � � � ) � (2)

where ��� � � 
����� areeitherthe local clusteringmodelsor local
classi�cation models basedon different data sourceswith
weights ��� � � 
����� summingto 1 and @ O�P is either @IHKJ LNMO�P or



@VHKJ W[M MO�P dependingonwhetherit is aclusteringor classi�cation
scenario.This problemcanbesimpli�ed usingthe following
result.

Theorem 1 1 Given a set of models ��� � � 
� ��� with weights
����� � 
����� summingto 1, then for any model � � ,
]
����� � � Q E & � � � &'� )NT � � '�&'� ) ) � , 
����� � � Q E & � � � & � )9T ���� &'� ) )� Q E & ���� & � )9T � ��'�&'� ) ) �
where

�� is such that ���� &'� ) � , 
� ��� ��� � � � &'� ) .
Applying the above theorem, we can see that the cost
function in (2) canbe written as
]

����� � � @ O�P & � � � � � ) �

]
� ��� � � @ O�P & � � � ���) � @ O�P & ���� � � ))C

The �rst term on the right is independentof � � and hence,
optimizing the cost function in (2) is equivalentto minimiz-
ing KL-divergencewith respectto the meanmodel

�� . In the
absenceof any constraints,the optimal solution is just the
meanmodel

�� , asKL-divergenceis alwayspositiveandequal
to zero only when both the argumentsare equal.The mean
model also has the following nice property, which follows
from Jensen's inequality.

Theorem 2 Given a set of models ��� � � 
� ��� with weights
����� � 
����� summingto 1 and the true model � � ,

@ & � � � ���) 	

]
����� ��� @ & � � ��� ��) �

where
�� is such that ���� &'� ) � , 
� � � ��� � � � &'� ) and @ & ���	� ) is

any distancefunction2 that is convex in the densityfunction
of the secondmodel.

Sincethetruemodel � � is unknown, it is not possibleto �nd
out which of the models ��� � � 
����� is more accuratein terms
of the ideal quality cost function

+ < & � ) . However, from the
above theorem,onecanguaranteethat the meanmodelwill
always provides an improvementover the averagequality
of the available models.When the individual modelshave
independenterrors, the expectedgain can be considerably
higher. The meanmodel is thus a good choice in termsof
both

+ & � ) and
+?< & � ) , but it might not be a very interpretable

model as it will, in general,have a large numberof over-
lapping components.Instead,it is desirableto require the
combinedmodel to belongto a speci�ed parametricfamily
� . Therefore,we �nd the model in � that is closestto the
meanmodel in termsof KL-divergence.From Theorem1,
this is also the exact solutionto the DML problem(2), i.e.,

� �������� �"!$#&%� ' (�* @ O�P & ������ � ) (3)

The new optimization problem (3) is dif�cult to solve

1This result is true for a classof functionscalled Bregmandivergences
of which KL-divergenceandsquared�	� distanceareparticularcases.

2Examplesof distancefunctionsthat are convex in the density function
of the secondargument include KL-divergence, ��
 distanceand squared��� distance.

Algorithm 1 DistributedClustering
Input: Set of clustering models

��
�� ������ 
 with weights
����� ������ 


summingto 1, Mixture model family � .
Output:


����� ��!#"�$&%(') '+*�, - ���� 
 � �/.&021 354687:9 
 �<; 
 �>=
Method:

1. Obtainmeanmodel ?
 suchthat

@BA) 9DC =�EF�G ��� 
 � � @ ) � 9DC =+H
2. Generate ?I E � CKJ ��LJ � 
 from meanmodel, ?
 using MCMC
sampling.
3. Apply EM algorithm to obtain the optimal model,


M��
, such

that
 �� E ��!#"�$N��O) '>*�,QP 9 ?I ; 
 � =RE ��!#"�$N��O) '>*�,
ST LGJ � 
VUXW " 9 @ ) ' 9DC J =Y=+H

directly using gradient descenttechniques.Therefore,we
poseanapproximateversionof theabove problemandsolve
it ef�ciently via maximum likelihood estimationmethods.
Let

�Z � ����[���\[�� � be a dataset,either labeled( ��[ � & $][�� %^[�) )
or unlabeled( ��[ � $�[ ), obtainedby samplingfrom themean
model.Considerthe problemof �nding the model �	_�a` �
that maximizesthe averagelog-likelihoodof the dataset

�Z
,

i.e.,

� _�=����� �"!V�Kb� ' (�* E & �Z � � � ) �/�"�[�\!V�cb� ' (�*
�d \]
[���� e�f � & � ��'�& ��[�) ) �

(4)
where E & �Z � � � ) is the average log-likelihood of

�Z
with

respectto � � . As the size of the dataset
�Z

goes to g ,
the averagelog-likelihood converges to the cross entropy
betweenthe densities ���� and � � ' , i.e., hRi\kjNl E & �Z ��� � ) �h	i\kjNl � � ( �m ! e�f � & � � '�&'� ) ) # � � ���� cno ! e�f � & � � '�&'� ) ) # . Now, the
crossentropy betweenany two densitiesis linearly relatedto
theKL-divergencebetweenthem,i.e.,

� � �  no ! e�f � & � ��'�& � )�)�# ������� no ! e�f � & ���� &'� ) )qp e�f �sr  nout �5v o ' t �5v�w # �yx & ���)qp @ O�P & ���� � � ) ,
where x & �� ) is the entropy of the mean model and is
independentof � � . Hence, maximizing the cross entropy
with respectto the meanmodel is equivalent to minimizing
the KL-divergencewith respectto the mean model. The
approximateproblem(4), thereforeconvergesto the original
DML problem(3) asthesizeof

�Z
goesto g . Viewing (4) as

amaximum-likelihoodparameterestimationproblemleadsto
ef�cient algorithmsfor addressingthe distributed clustering
andclassi�cation problems.

A. Distributed Clustering

For the clusteringscenario,we addressthe approximate
DML problem(4) usingtheExpectation-Maximization(EM)
framework. The main idea is to �rst generatean unlabeled
dataset

�� following themeanmodel
�� , usingMarkov Chain

Monte Carlo (MCMC) sampling techniques[9] and then,
applytheEM algorithmto thisdatasetto obtaintheclustering
model ��_� ` � that maximizes its likelihood of being
observed. The resulting model � _� is a local minimizer of
theapproximateproblemandnot necessarilythesameasthe



solution �2�� of the original DML problem(2). However, it is
guaranteedto asymptoticallyconverge to a locally optimal
solutionasthesizeof

�� goesto g . In practice,onecanuse
multiple runsof theEM algorithmandpick thebestsolution
amongtheseso that the obtainedmodel is reasonablyclose
to the globally optimal model.

B. Distributed Classi�cation

For the classi�cation scenario,we obtain a similar algo-
rithm (Algorithm 2). Theonly differencebeingthatit is now
possibleto directly obtainthemaximumlikelihoodestimates
(MLE), without usingtheEM algorithmaswe now have ac-
cessto labeleddata.As before,we generatea labeleddataset�� from themeanmodel

�� usingMCMC samplingandthen,
estimatethe parametersof the classi�cation model �	_� ` �
that maximizesthe likelihood of observing

�� . Usually, the
approximatedistributed classi�cation problem is convex in
nature,ensuringthat the resulting model �B_� is the global
minimizer, which is guaranteedto asymptoticallyconverge
to the optimal solution of the original DML problemas the
sizeof

�� goesto g .
Note that our formulation of the distributedclassi�cation

problem is different from the usual formulation basedon
the misclassi�cation error. However, it turns out that em-
pirically, the most effective solution [2] for minimizing the
misclassi�cationerror given a setof classi�cation modelsis
to obtaina combinedclassi�er basedon the meanposterior
probabilities,which is thesameasthemeanmodel

�� , i.e., the
unconstrainedoptimalsolution,undertheassumptionthatthe
datadensities��� � & $ ) for the different classi�cation models
are the same.This assumptionis not restrictive and is in
fact usually true for distributedclassi�cation scenarios,e.g.,
baggedpredictors,for which the mean posterior classi�er
performswell.

IV. PRIVACY COSTS

In this section,we quantify the privacy cost using ideas
from informationtheoryandalsoshow thatthereis aninverse
relation betweenthe privacy of the local models and the
quality of the meanmodel.

In orderto quantify privacy, we needa measurethat indi-
catesthe uncertaintyin predictingthe original datasetfrom
the model.The work [1] proposesa privacy measurebased
on thedifferentialentropy of thegeneratingdistributiongiven
by 3 & ��) � p������ � � &'� ) e�f � F & � � &'� ) )�� � , where � � is the
domainof � . This quantity indicatesthe uncertainty[4] in
the distribution of the model � , but doesnot considerthe
privacy of a particulardatasetwith respectto a model.For
example,a modelwith an extremelypeakeddistribution will
have very low entropy, but if the peaksdo not correspond
to the actualobjectsin the dataset,then there is not much
privacy lost. This motivatesus to de�ne a slightly different
measurethatconsiderstheprivacy of themodelwith respect
to the actual objects in the dataset.We proposethat the
privacy, 
 & � ����) of an object � given a model � be de�ned
in termsof theprobabilityof generatingthedataobjectfrom
the model.The higherthe probability, the lower the privacy.
More speci�cally, notingthatthereciprocalof theprobability

Algorithm 2 DistributedClassi�cation
Input: Set of classi®cationmodels

��
Y� ������ 
 with weights
����� ������ 


summingto 1, Mixture model family � .
Output:


 �� � ��!#"�$&%(') '+*�, - ���� 
 ��� . 021 	Y4 4687 9 
M� ; 
 � =
Method:

1. Obtainmeanmodel ?
 suchthat

@BA)�9DC ;�
 =�EF�G ��� 
 � � @ ) � 9DC ;�
 =+H
2. Generatea labeledset ?I E � 9DC J ;�
 J = � LJ � 
 from meanmodel,?
 usingMCMC sampling.
3. Apply MLE methodsto obtain the optimal model,


M��
, such

that
 �� E ��!#"�$N��O) '+*�, P 9 ?I ; 
 �5=RE ��!#"�$N��O) '+*�,
ST LGJ � 
uUXW " 9 @ ) ' 9DCKJ ;�
 J =Y=+H

is relatedto uncertainty[4], we have 
 & � ����) � & � � & � )�)
� � .
For vector data, 
 & � ����) � � implies that � can be

predictedwith the sameaccuracy asa randomvariablewith
a uniform distribution on a ball of unit volume.We cannow
de�ne the privacy, 
 & Z � � ) of a dataset

Z
with respectto

the modelassomefunction of the privacy of the individual
dataobjects.Thegeometricmeanhasa niceinterpretationas
the reciprocalof the averagelikelihoodof the datasetbeing
generatedby themodel,assumingthattheindividualsamples
are i.i.d., i.e.,


 & Z ����) �
���
� ( m � ��&'� )���� S� ��� ��� t � S� ����� ��� � J ��� U  o t �5v v C

A higherlikelihoodof generatingthedatasetfrom themodel
implies a lower amount of privacy. For example, let us
consider vector spacedata being modeled by a mixture
of Gaussians.A highly detailed model with Gaussiansof
vanishingvariance,centeredat eachof thedataobjectsgives
away the entire datasetand has no privacy. This is to be
expectedas the probability density ��� & � ) goesto g , for all
dataobjects � ` Z making the privacy measurego to �! .
On the other hand,a very coarsemodel, say with a single
Gaussianof high variancehasa low likelihoodof generating
the dataandhence,hasa high privacy.

A. Relationshipwith Model Quality

Intuitively, if the local modelsaremoredetailed,thecom-
binedmodelcanbeimprovedat thecostof decreasedprivacy.
In particular, there is a linear relation betweenthe average
logarithm of privacy (log-privacy) of the local modelsand
the quality of the optimal meanmodel.Using the weak law
of large numbersand Chebyshev inequality [10], it can be
shown that the log-privacy of the local models,��� converges
to the cross-entropy between� � � and the true distribution,
� �#" , when the size of the individual data sourcestend tog . As a result, the averagelog-privacy of the local models
converges to their averagecross-entropy, which is linearly
relatedto the KL-divergencebetweenthe meanmodel and
the truemodel,i.e., whenthesizesof the individual datasets



TABLE I

DETAILS OF GENERATIVE MODELS AND DATASETS.

Data Type Model Type #Dim/Seq. Total Data #Sites
Length Size (N)

Vector Gaussian
Full-covariance 8 5000 5

Directional von Mises-
Fisher 100 5000 5

Discrete DiscreteHMM
sequence 5 states 30 1000 5

4 symbols
Continuous Cont. HMM
sequence 5 states 30 600 3

4 mixtures

are large enough,thenwith a high probability,

]
����� ��� e�f � & 
 & Z � ��� ��) ) � x & � � )�� Q E & � � " &'� )NT ���� &'� ) )

� +?< & ���) �
where

�� is the mean model. As the privacy of the local
modelsincreases,the ideal quality cost of the meanmodel,
which is the optimal model with no constraints,also goes
up. On the otherhand,whenthe privacy of the local models
decreases,the meanmodel tendsto be moreaccurate.

V. EXPERIMENTAL EVALUATION

In this section,we provide empirical evidencethat for a
reasonableglobal samplesize and privacy level, the global
modelobtainedthroughour approachis asgoodasor better
than the best local model for different types of data not
only in termsof KL-divergencebut also for other distance
measures.We alsopresentresultsthat show how theprivacy
andquality costsvary with the resolutionof local models.

A. Datasetsand Learning Algorithms

We performedexperimentson four differenttypesof data
shown in Table V-A. Arti�cial datawaspreferredsincethe
true generative modelsis known, unlike in the caseof real
data,and one can perform controlledexperimentsto better
understandalgorithmic properties.In order to generatethe
data,we chose,for eachrun of the experiment,a mixture
model with a �x ed number(=5) of componentsandusedit
to createa collection of datasetsof equalsize by sampling
independentlyusingMCMC techniques.Thesedatasetswere
thenusedasthedistributeddatasourcesfor trainingthelocal
clusteringor classi�cation models.

We empirically foundthatour approachis morebene�cial
when the learningalgorithmsappliedto the individual data
sites are different, as this createsdiversity in the models.
However, since our emphasishere is not on the model
selectionproblem,we presentresultsobtainedby applying
the samelearning algorithm to all the sites. For the unla-
beled datasets,we used EM algorithms basedon mixture
modelsof the appropriatetype. For the labeleddatasets,we
estimatedthe parametersof the classconditional densities
using maximumlikelihoodestimation(MLE) methods.The
EM algorithmsat both the local and global level were run
multiple times and the best solution was chosenso as to
reducethe probability of gettingstuck in local minima.
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Fig. 1. Variationof global modelquality with samplesize in a clustering
scenario.
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Fig. 2. Variationof globalmodelqualitywith samplesizein aclassi®cation
scenario.

B. PerformanceMetrics

For eachsetting, we computedthe privacy costsof the
local modelsandthe idealquality costsbasedon thevarious
distancemeasuresmentionedin section2. Distancemeasures
that are integrals were estimatedby averagingover 10,000
samplesdrawn from the appropriatedistributions.The cen-
tralized model obtainedusing the union of all the datasets
wasusedas the referencefor eachexperiment.

C. Resultsand Discussion

We�rst studiedtheperformanceof ourdistributedlearning
algorithms on the Euclidean vector datasetsfor different
choicesof global MCMC samplesize and local model res-
olution. Basedon theseexperiments,we chosegood values
for the global samplesizeandmodel resolutionandapplied
our algorithmsto differentdatatypesin both clusteringand
classi�cation settings.

1) Variation of Global Model Quality with MCMC Sam-
ple size: An important step in our model-basedlearning
approachis choosingthe global MCMC samplesize. The-
oretical results indicate that the quality of model tendsto
improve as the samplesize increasesto g . In order to test
this hypothesis,we ran our algorithmmultiple timeson the
Euclideanvector datasetschangingonly the global sample
size.Figures1 and2 shows how the quality of the different
models vary with the samplesize for in a clusteringand
classi�cation scenariorespectively. In both the cases,the
quality of the global model improves with the numberof
arti�cially generatedsamples,with diminishingreturnsafter
a point. Theglobalmodelquality tendsto beaboutthesame
as that of the averagemodel when the global samplesize
is equal to that of the individual data sourcesand steadily
becomesbetter. When the samplesize increasesto that of
the combinedsize of all the datasources,the global model
is betterthaneven the bestof the local models.
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Fig. 3. Variationof privacy andclusterquality w.r.t basemodelresolution.
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1: GLOBAL, 2: AVERAGE, 3: MINIMUM, 4: MAXIMUM, 5: MEAN, 6: CENTRALIZED

Fig. 4. Global model quality for different types of data in a clustering
scenario.The rows 1-4 correspondto the resultson Gaussian,directional,
discreteandcontinuoussequencedatarespectively. Theblackbar represents
the averagevalueandthe white bar representsthe standarddeviation.

2) Variation of Privacy and Quality costwith Model Res-
olution: Another signi�cant aspectof our framework is the
trade-off betweenprivacy restrictionsand the quality of the
combinedmodel obtained.This trade-off can be controlled
by picking a suitable model resolution, e.g., number of
clusters/classes.Figure3 shows the variationof the average
log-privacy andqualitycostwith thenumberof clustersin the
local modelsfor Euclideanvector datasets.The behavior is
similar for classi�cationsettingsaswell. From the plots,we
notethat theaveragelog-privacy aswell asthe quality costs
decreaseas the numberof clustersincreases.At a thousand
clusters/location(i.e. oneclusterperpoint) thereis maximum
lossof privacy, but becauseof thenaturalclustersin thedata,
comparableclusterquality canbe obtainedmuchbeforethis
limiting value, i.e., at a much lesserprivacy cost.

3) Quality of Global Model for different data types:
We also applied our learning algorithms to different data
typesto illustrate the generalityof our approach.For a fair
comparison,we chosethe global samplesize to be equal
to the combinedsize of all the datasourcesand the model
resolutionof the local modelsto be the sameas that of the
truemodel.Figure4 showsthequalityof thedifferentmodels
for all four datatypes,in a clusteringsetting.In all thecases,
the global modelperformsbetterthan the bestlocal model.
Moreover, the global model quality is in generalcloser to
the quality of the centralizedmodelthanthe averagequality
of the local models.Similar resultswere obtainedfor the
classi�cation settings.

VI . CONCLUSION

We present a privacy preserving framework for inter-
enterprisedistributeddatamining that is applicableto a wide
varietyof datatypesandlearningalgorithms,so long asthey
can provide a generative model. Our approachis basedon
obtaining a global model from “virtual samples'generated
from the local modelsusing MCMC samplingtechniques.
We also proposepractical algorithms for distributed clus-
tering andclassi�cation basedon this approach.Theoretical
resultsindicate that the algorithmsasymptoticallyconverge
to an optimal solution while empirical resultsshow that it
is possible to obtain a high quality global model with a
reasonablesamplesizeandvery little lossof privacy. Finally,
we quantify privacy basedon ideasfrom informationtheory
and provide resultsthat illustrate the trade-off betweenthe
privacy and the global modelquality.
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