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Abstract—We introduce a general framework for inter-
enterprise distributed data mining that takes into account
privacy requirements. It is based on building probabilistic or
generative models of the data at each local site. The parameters
of these models are then transmitted to a central location instead
of the original or perturbed data. We mathematically show that
the best representative of all the local models is a certain “
mean” model, and empirically show that this model can be
approximated quite well by generating artificial samples from
the underlying distributions using Markov Chain Monte Carlo
techniques, and then fitting a combined global model with a
chosen parametric form to these samples. We also propose
a new measure that quantifies privacy based on information
theoretic concepts, and show that decreasing privacy leads to a
higher quality of the combined model and vice versa. Empirical
results on (distributed) clustering and classification - two of the
most fundamental data mining procedures - are provided on
different kinds of datasets consisting of vectors, variable length
sequences and high dimensional directional data, to highlight
the generality of our framework. The results show that high
quality global models can be achieved with little loss of privacy.

I. INTRODUCTION

While data mining and pattern recognition algorithms
invariably operateon centralizeddata, usually in the form
of asingle at le, in practice,relatedinformationis often
acquiredand stored at geographicallydistributed locations
due to organizationalor operational constraints.Central-
ization of such data before analysismay not be desirable
becausef computationabr bandwidthcosts.In somecases,
it may not even be possible due to variety of real-life
constraintsincluding security privagy, proprietarynatureof
data/softvare and the accompaying ownership and legal
issues.The relevanceof such constraintshas becomevery
evident of late as seseral agenciesattemptto integratetheir
databaseandanalyticaltechniquespromptingmuchinterest
in distributed datamining (DDM).

Most of the DDM techniquesdeveloped so far have
focusedon classi cation or on associationrules [1], [3],
[6], [8]. There has also been some work on distributed
clustering for vertically partitioned data (different sites
contain different attributes/featuresof a common set of
records/objects)7], [12], and on parallelizing clustering
algorithmsfor horizontally partitioned data (i.e. the objects
are distributed amongstthe sites, which record the same
setof featuresfor eachobject) [5]. Thesetechniqueshow-
ever, do not speci cally addressprivagy issues.In contrast,
privagy-preservingdatamining techniquegypically involve
() queryrestriction,whichis highly manualor (ii) subjecting
individual recordsor attributes to a “privagy preserving”
perturbatiorandsubsequentlyry to recovertheoriginal data.
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Most of theseapproachearerestrictedto vectordataandare
applicableonly in settingswherea centralparty s collecting
individual recordsthat needto be protected.

In this paperwe focus on a distributed inter-enterprise
data mining setting, taking into account various privacy
restrictions.The prototypical applicationscenariois onein
which there are multiple partieswith con dential databases
of thesameschemaThegoalis to characteriz¢for example,
to perform clusteringor classi cation) the entire distributed
data, without actually rst pooling this data. For example,
the parties can be a group of banks,with their own sets
of customers,who would like to have a better insight
into the behaior of the entire customerpopulationwithout
compromisingthe privacy of their individual customers.
A fundamentalassumptionis that there is an (unknown)
underlyingdistribution that representghe different datasets
and it is possibleto learn this unknovn distribution by
combininghigh-level informationfrom the differentsources
insteadof sharingindividual records.

The approachthat we proposeis very generic,applicable
to a wide rangeof datatypesanddatamining procedureslt
is basedon building generatre modelson eachof the local
data sourcesand combining them centrally using only the
modelparameters&ind a minimum amountof supplementary
dataif needbe.Instance®f this approacharefoundin a few
recentworks including stackingfor density estimation[11],
wherethe combinednodelwasempiricallyshovn to bemore
accuratethan the basemodels,and distributed cooperatie
Bayesianlearning approach[13], where different Bayesian
agentsestimatethe parameter®f the target distribution and
ameta-learnecombineghe outputsof theseagentso obtain
the nal parametersn ourwork, the combinedglobalmodel
is obtainedfrom the “virtual samples"generatedby the local
models, using Monte Carlo Markov Chain samplingtech-
nigues.We preferto usegeneratre modelsfor representing
the local datasourcesasthey provide a betterunderstanding
of thedatadistribution andarealsomoresuitedfor a privacy-
preservingsetting.

A word aboutthe notation: Setssuchas are
enumeratedas . Probability density functions of a
model is denotedby . Expectationof functionsof a
randomvariable following a distribution are denotedby

is usedto denoteobjectsand takes valuesover
the domainof datawhile is usedto denoteclasslabelsand
is usedwhen a statemenholdsfor both and

I1. PROBLEM DEFINITION

There are two broad approachego distributed learning.
The rst approachemploys data-parallelmethods[5] that



aresusceptiblao privacy breachesBesidesit is dif cult to
quantify the privacy provided by theseparallel algorithms.
The secondapproachinvolves building modelslocally and
then combiningthem at a centrallocationto obtaina more
accuratamodel[3], [13]. This approactenablesasyanalysis
of privagy costsin termsof the local model that is shared
with the centrallocation. Moreover, it allows the individual
partiesto useproprietaryalgorithmsanddomainknowledge,
and enablesreuseof legagy models[12].

In this paper we adoptthe secondapproachWe divide
the distributed learning probleminto two sub-problems—
(i) choosing local models basedon privagy restrictions,
and (ii) combining the local models effectively to obtain
a “good” global model. In our currentwork, we formalize
the rst problem by quantifying privagy costsand mainly
focuson solving the secondproblem,assuminghat the rst
problemis solved. This separatiorof concernsobviatesthe
need for optimizing a complicatedobjective function that
simultaneoushcaptureshe quality of model, privacy costs.

Let be horizontally partitioned data sources
generatedby a common underlying model, and let

be the local modelsobtainedby applyingclustering
or classi cation algorithmsto thesedatasources.Then, the
objective of the rst sub-problenis to obtainthelocal models

, suchthat the constraintson the privacgy costsare
satis ed, i.e., where is the
privagy costfunctiondiscussedn section4, and are
the lowestallowed privagy costsfor the local models.

For the secondsub-problemthe aim is to obtain a high
quality globalmodelthatis alsohighly interpretableQuality
can be easily quanti ed in termsof how representatie the
modelis of the true distribution, while interpretability i.e.,
easeof understanding@r describingthe model,is dif cult to
guantify. Hence,to make the problemtractable,we require
that the global modelbe speci ed asa mixture modelbased
on a given parametricfamily (e.g., mixture of Gaussiang.
We call the resultingsearchproblemof nding the highest
quality global model within this family of modelsthe Dis-
tributed Model-based Learning (DML) problemand state
it more formally below.

Let be non-ngjative weights associatedvith the
local modelsbasedon their importanceor on the size of
the correspondingdata sources.The objective of the DML
problemis to obtainthe optimal global model  belonging
to a given family of models , i.e.,

@)

where is the modelquality costde ned in termsof the
local modelsandtheir weights.

A. Model Representation

We representboth classi cation and clustering models
in terms of density functions. This commonrepresentation
enablesisto de ne costfunctionsfor bothtypesof modelsin
auniform mannerandalsoleadsto a systemati@approactor
solvingboththedistributedclusteringandclassi cationprob-
lems.In our schemea classifi cation model, i.e.,ageneratie

model , producedby a classi cation algorithmis speci ed
in termsof the joint densityon the dataobjects andthe

classlabels , where
are the class priors, are the class
conditionaldensities, isthenumberof classesand isthe

indicator function. On the otherhand,a clustering model,
i.e.,agenerattemodel , producedy aclusteringalgorithm

is speci edin termsof probability density onthedata
objects aloneandis given by,
where arethe clusterpriors, arethe

clusterdensitiesand is the numberof clusters.

B. Model Quality

A naturalde nition for thequality cost, , for aglobal
model, is simply the “ distance”from the underlyingtrue

model |, i.e., where is a
suitabledistancemeasurdor models.Since is notknown,
we instead,considerthe different local models as

estimatorf  with weights andde ne the quality
costfunctionin termsof the averagedistancefrom the local
models,i.e.,

Metrics basedon the norms of density functions such
as the distanceand the squared  distanceand KL-
divergenceare the commonly used distancemeasuredor
comparinga pair of generatte models. For classi cation
models, another suitable measureis the mismatchin the
labelings,which reduceso the misclassi cationerror when
one of the modelsbeing compareds the true model. Of all
theseKL-divergencds the mostnaturalcomparisormeasure
sinceit is linearly relatedto the averagelog-likelihood of
the datageneratedy one modelwith respecto the othet It
is also a well-behaed differentiablefunction of the model
parametersunlike the other measuresHence,we optimize
the quality cost function basedon the KL-divergenceand
use other measuresonly for secondaryevaluation of the
experimentalresults.For clusteringmodels,we considerthe
KL-divergence betweenthe density functions of just the
datavalues,i.e., and
for classi cation models, we considerthe KL-divergence
betweenthe joint densities and , e,

I11. DISTRIBUTED MODEL-BASED LEARNING

In this section,we rst posethe DML problem as an
optimization problem and presentan approximationusing
samplingtechniquesThen, we proposepracticalalgorithms
to efciently addresghis approximateproblemfor the dis-
tributed clusteringand classi cation scenarios.

The objective of the DML problemis to obtain a global
model belongingto a particularparametridamily  such
that the quality costfunction basedon KL-divergence
iS minimized, i.e.,

2
where areeitherthelocal clusteringmodelsor local

classi cation models basedon different data sourceswith
weights summingto 1 and is either or



dependingonwhetherit is a clusteringor classi cation
scenario.This problemcanbe simpli ed usingthe following
result.

Theorem 1 ! Given a setof models
summingto 1, thenfor any model

whee is sud that

Applying the above theorem,we can see that the cost
functionin (2) canbe written as

The rst term on theright is independenof  and hence,
optimizing the costfunctionin (2) is equivalentto minimiz-
ing KL-divergencewith respectto the meanmodel . In the
absenceof ary constraintsthe optimal solution is just the
meanmodel , asKL-divergencds alwayspositive andequal
to zero only when both the agumentsare equal. The mean
model also has the following nice property which follows
from Jensers inequality

Theorem 2 Given a set of models with weights
summingto 1 and the true model ,
where is sud that and is

any distancefunction? thatis convex in the densityfunction
of the secondmodel.

Sincethetruemodel is unknown, it is not possibleto nd
out which of the models is more accuratein terms
of the ideal quality cost function . However, from the
above theorem,one can guarantedhat the meanmodel will
always provides an improvementover the average quality
of the available models.When the individual modelshave
independentrrors, the expectedgain can be considerably
highet The meanmodelis thus a good choicein terms of
both and , but it might not be a very interpretable
model as it will, in general,have a large numberof over
lapping componentslnstead,it is desirableto require the
combinedmodelto belongto a speci ed parametricfamily
. Therefore,we nd the modelin  thatis closestto the
meanmodelin termsof KL-divergence.From Theorem1,
this is alsothe exact solutionto the DML problem(2), i.e.,

3)
The new optimization problem (3) is dif cult to solwe

1This resultis true for a classof functions called Bregman divergences
of which KL-divergenceandsquared distanceare particularcases.
2Examplesof distancefunctionsthat are corvex in the density function
of the secondagumentinclude KL-divegence,  distanceand squared
distance.

Input: Set of clustering models

Algorithm 1 Distributed Clustering

with weights
summingto 1, Mixture modelfamily

Output:
with weights  Method:

1. Obtainmeanmodel suchthat

2. Generate from meanmodel,
sampling.

3. Apply EM algorithmto obtain the optimal model,
that

using MCMC

, such

directly using gradient descenttechniques.Therefore,we

posean approximateversionof the above problemandsolve

it efciently via maximum likelihood estimation methods.
Let be a datasetgitherlabeled( )

or unlabeled ), obtainedby samplingfrom the mean
model. Considerthe problemof nding the model

that maximizesthe averagelog-likelihood of the dataset

ie.,

4)
where is the average log-likelihood of with
respectto . As the size of the dataset goesto
the averagelog-likelihood corvergesto the cross entropy
betweenthe densites and , i.e,

. Now, the

crossentropy betweenrary two densitiess linearly relatedto
the KL-divergencebetweerthem,i.e.,

where is the entropy of the mean model and is
independentof . Hence, maximizing the cross entropy
with respectto the meanmodelis equivalentto minimizing
the KL-divergencewith respectto the mean model. The
approximategproblem(4), thereforecorvergesto the original
DML problem(3) asthesizeof goesto . Viewing (4) as
amaximume-likelihoodparameteestimationproblemleadsto
ef cient algorithmsfor addressinghe distributed clustering
andclassi cation problems.

A. Distributed Clustering

For the clustering scenario,we addressthe approximate
DML problem(4) usingthe Expectation-Maximizatio(EM)
framavork. The main ideais to rst generatean unlabeled
dataset following the meanmodel , usingMarkov Chain
Monte Carlo (MCMC) sampling techniques[9] and then,
applythe EM algorithmto this dataseto obtainthe clustering
model that maximizesits likelihood of being
obsened. The resulting model is a local minimizer of
the approximatgproblemandnot necessarilthe sameasthe



solution  of the original DML problem(2). However, it is
guaranteedo asymptoticallycorverge to a locally optimal
solutionasthesizeof goesto . In practice,onecanuse
multiple runsof the EM algorithmandpick the bestsolution
amongtheseso that the obtainedmodelis reasonablyclose
to the globally optimal model.

B. Distributed Classi cation

For the classi cation scenario,we obtain a similar algo-
rithm (Algorithm 2). Theonly differencebeingthatit is now

possibleto directly obtainthe maximumlik elihoodestimates

(MLE), without usingthe EM algorithmaswe now have ac-
cessto labeleddata.As before,we generatea labeleddataset

from the meanmodel usingMCMC samplingandthen,
estimatethe parameter®f the classi cation model
that maximizesthe likelihood of observing . Usually, the
approximatedistributed classi cation problemis corvex in
nature, ensuringthat the resulting model is the global
minimizer, which is guaranteedo asymptoticallycorverge
to the optimal solution of the original DML problemasthe
sizeof  goesto

Note that our formulation of the distributed classi cation
problemis different from the usual formulation basedon
the misclassi cation error. However, it turns out that em-
pirically, the most effective solution [2] for minimizing the
misclassi cationerror given a setof classi cation modelsis
to obtaina combinedclassi er basedon the meanposterior
probabilities whichis the sameasthemeanmodel , i.e.,the
unconstrainedptimalsolution,underthe assumptiorihatthe
datadensities for the different classi cation models
are the same. This assumptionis not restrictve and is in
factusuallytrue for distributed classi cation scenariose.g.,
baggedpredictors,for which the mean posterior classi er
performswell.

IV. PRIVACY COSTS

In this section,we quantify the privagy costusing ideas
from informationtheoryandalsoshow thatthereis aninverse
relation betweenthe privagy of the local models and the
quality of the meanmodel.

In orderto quantify privacy, we needa measurehatindi-
catesthe uncertaintyin predictingthe original dataseffrom
the model. The work [1] proposesa privacy measurebased
onthedifferentialentropy of thegeneratinglistribution given
by , Where is the
domainof . This quantity indicatesthe uncertainty[4] in
the distribution of the model , but doesnot considerthe
privagy of a particulardatasetwith respectto a model. For
example,a modelwith an extremelypealed distribution will
have very low entropy, but if the peaksdo not correspond
to the actualobjectsin the datasetthen thereis not much
privagy lost. This motivatesus to de ne a slightly different
measureghat considerghe privagy of the modelwith respect
to the actual objectsin the dataset.We proposethat the
privacy, of an object givena model bede ned
in termsof the probability of generatinghe dataobjectfrom
the model. The higherthe probability, the lower the privagy.
More speci cally, notingthatthereciprocalof the probability

Algorithm 2 Distributed Classi cation

Input: Set of classi®cationmodels
summingto 1, Mixture modelfamily
Output:

Method:
1. Obtainmeanmodel

with weights

suchthat

2. Generatea labeledset from meanmodel,

usingMCMC sampling.

3. Apply MLE methodsto obtain the optimal model, , such
that

is relatedto uncertainty[4], we have .
For vector data, implies that can be

predictedwith the sameaccurag asa randomvariablewith
a uniform distribution on a ball of unit volume.We cannow
de ne the privagy, of a dataset with respectto
the model as somefunction of the privagy of the individual
dataobjects.The geometricmeanhasa niceinterpretatioras
the reciprocalof the averagelikelihood of the dataseteing
generatedby themodel,assuminghattheindividual samples
arei.i.d,, i.e.,

A higherlikelihoodof generatinghe datasefrom the model
implies a lower amount of privacy. For example, let us
consider vector space data being modeled by a mixture
of GaussiansA highly detailed model with Gaussiansof

vanishingvariance centerecht eachof the dataobjectsgives
away the entire datasetand has no privagy. This is to be
expectedasthe probability density goesto , for all

dataobjects making the privacy measurego to

On the other hand,a very coarsemodel, say with a single
Gaussiarof high variancehasa low likelihoodof generating
the dataand hence,hasa high privagy.

A. Relationshipwith Model Quality

Intuitively, if the local modelsare more detailed,the com-
binedmodelcanbeimprovedatthecostof decreasegrivagy.
In particular thereis a linear relation betweenthe average
logarithm of privagy (log-privacy) of the local modelsand
the quality of the optimal meanmodel. Using the weak law
of large numbersand Chebyshe inequality [10], it can be
shawn thatthe log-privacy of thelocal models, corverges
to the cross-entrop between  and the true distribution,

, when the size of the individual data sourcestend to

. As aresult, the averagelog-privacy of the local models
corvergesto their averagecross-entrop, which is linearly
relatedto the KL-divergencebetweenthe meanmodel and
the true model,i.e., whenthe sizesof the individual datasets



DETAILS OF GENERATIVE MODELS AND DATASETS.

TABLE |

Data Type Model Type #Dim/Seq. | Total Data | #Sites
Length Size (N)
Vector Gaussian
Full-covariance 8 5000 5
Directional von Mises-
Fisher 100 5000 5
Discrete DiscreteHMM
sequence 5 states 30 1000 5
4 symbols
Continuous| Cont. HMM
sequence 5 states 30 600 3
4 mixtures

are large enough thenwith a high probability

where is the meanmodel. As the privagy of the local
modelsincreasesthe ideal quality cost of the meanmodel,
which is the optimal model with no constraints,also goes
up. On the otherhand,whenthe privacy of the local models
decreaseghe meanmodeltendsto be more accurate.

V. EXPERIMENTAL EVALUATION

In this section,we provide empirical evidencethat for a
reasonablaylobal samplesize and privagy level, the global
modelobtainedthroughour approachs asgoodasor better
than the best local model for different types of data not
only in termsof KL-divergencebut also for other distance
measuresWe alsopresentesultsthat shov how the privagy
and quality costsvary with the resolutionof local models.

A. Datasetsand Learning Algorithms

We performedexperimentson four differenttypesof data
shavn in Table V-A. Arti cial datawas preferredsincethe
true generatie modelsis known, unlike in the caseof real
data,and one can perform controlled experimentsto better
understandalgorithmic properties.In order to generatethe
data, we chose,for eachrun of the experiment,a mixture
modelwith a x ed number(=5) of componentsand usedit
to createa collection of datasetof equalsize by sampling
independentlyusingMCMC techniquesThesedatasetsvere
thenusedasthedistributeddatasourcedor trainingthelocal
clusteringor classi cation models.

We empirically found that our approachis morebene cial
when the learning algorithmsappliedto the individual data
sites are different, as this createsdiversity in the models.
However, since our emphasishere is not on the model
selectionproblem,we presentresultsobtainedby applying
the samelearning algorithm to all the sites. For the unla-
beled datasetswe used EM algorithms basedon mixture
modelsof the appropriatetype. For the labeleddatasetsye
estimatedthe parametersof the class conditional densities
using maximum/ik elihood estimation(MLE) methods.The
EM algorithmsat both the local and global level were run
multiple times and the best solution was chosenso as to
reducethe probability of getting stuckin local minima.

KL-Divergence

Fig. 1. Variationof global modelquality with samplesizein a clustering
scenario.
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Fig.2. Variationof globalmodelquality with samplesizein aclassi®cation
scenario.

B. Performance Metrics

For eachsetting, we computedthe privagy costsof the
local modelsandthe ideal quality costsbasedon the various
distancemeasuresnentionedn section2. Distancemeasures
that are integrals were estimatedby averagingover 10,000
samplesdrawn from the appropriatedistributions. The cen-
tralized model obtainedusing the union of all the datasets
was usedasthe referencefor eachexperiment.

C. Resultsand Discussion

We rst studiedthe performancef our distributedlearning
algorithms on the Euclidean vector datasetsfor different
choicesof global MCMC samplesize andlocal model res-
olution. Basedon theseexperiments,we chosegood values
for the global samplesize and modelresolutionand applied
our algorithmsto differentdatatypesin both clusteringand
classi cation settings.

1) Variation of Global Model Quality with MCMC Sam-
ple size: An important step in our model-basedearning
approachis choosingthe global MCMC samplesize. The-
oretical resultsindicate that the quality of model tendsto
improve asthe samplesize increasedo . In orderto test
this hypothesiswe ran our algorithm multiple times on the
Euclideanvector datasetschangingonly the global sample
size.Figuresl and 2 shavs how the quality of the different
modelsvary with the samplesize for in a clusteringand
classi cation scenariorespectiely. In both the cases,the
quality of the global model improves with the number of
arti cially generatedsampleswith diminishingreturnsafter
a point. The global modelquality tendsto be aboutthe same
as that of the averagemodel when the global samplesize
is equalto that of the individual data sourcesand steadily
becomesbetter When the samplesize increasedo that of
the combinedsize of all the datasourcesthe global model
is betterthaneven the bestof the local models.
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scenario.The rows 1-4 correspondo the resultson Gaussiandirectional,

discreteandcontinuoussequencelatarespectiely. The blackbarrepresents
the averagevalue and the white bar representshe standarddeviation.

2) Variation of Privacy and Quality costwith Model Res-
olution: Another signi cant aspectof our framework is the
trade-of betweenprivagy restrictionsand the quality of the
combinedmodel obtained.This trade-of can be controlled
by picking a suitable model resolution, e.g., number of
clusters/classesigure 3 shows the variation of the average
log-privacy andquality costwith thenumberof clustersn the
local modelsfor Euclideanvector datasetsThe behaior is
similar for classi cation settingsaswell. From the plots, we
notethatthe averagelog-privacy aswell asthe quality costs
decreaseasthe numberof clustersincreasesAt a thousand
clusters/locatiorfi.e. oneclusterperpoint) thereis maximum
lossof privagy, but becaus®f the naturalclustersin the data,
comparableclusterquality canbe obtainedmuch beforethis
limiting value,i.e., at a muchlesserprivacy cost.

3) Quality of Global Model for different data types:
We also applied our learning algorithmsto different data
typesto illustrate the generalityof our approachFor a fair
comparison,we chosethe global samplesize to be equal
to the combinedsize of all the datasourcesand the model
resolutionof the local modelsto be the sameasthat of the
truemodel.Figure4 shavs the quality of thedifferentmodels
for all four datatypes,in a clusteringsetting.In all the cases,
the global model performsbetterthan the bestlocal model.
Moreover, the global model quality is in generalcloserto
the quality of the centralizedmodelthanthe averagequality
of the local models. Similar resultswere obtainedfor the
classi cation settings.

VI]. CONCLUSION

We presenta privagy preservingframework for inter
enterprisalistributeddatamining thatis applicableto a wide
variety of datatypesandlearningalgorithms,solong asthey
can provide a generatie model. Our approachis basedon
obtaining a global model from “virtual samples'generated
from the local modelsusing MCMC samplingtechniques.
We also proposepractical algorithms for distributed clus-
tering and classi cation basedon this approachTheoretical
resultsindicate that the algorithmsasymptoticallycorverge
to an optimal solution while empirical resultsshav that it
is possibleto obtain a high quality global model with a
reasonablesamplesizeandvery little lossof privagy. Finally,
we quantify privagy basedon ideasfrom informationtheory
and provide resultsthat illustrate the trade-of betweenthe
privacy andthe global model quality.
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