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Abstract

We presenta framework for clusteringdistributed data
in unsuperviseénd semi-supervisedcenariostakinginto
account privacy requirementsand communicationcosts.
Ratherthansharingpartsof the original or perturbeddata,
we insteadtransmitthe parametes of suitable genertive
modelsbuilt at eat local data site to a cential location.
We mathematicallyshowthat the bestrepresentativeof all
thedatais a certain® mean”model,and empirically show
that this modelcan be approximatedquite well by geneat-
ing arti cial samplesrom the underlyingdistributions us-
ing Markov Chain MonteCarlo techniquesandthen tting
a combinedglobal modelwith a chosenparametricform to
thesesamples.We also proposea new measue that quan-
ti es privacy basedon informationtheoretic conceptsand
showthatdecreasingprivacyleadsto a higherquality of the
combinedmodeland vice versa. We provide empirical re-
sultsondifferentdatatypesto highlightthegenemlity of our
framavork. Theresultsshowthat high quality distributed
clusteringcan be achievedwith little privacy lossand low
communicatiorcost.

1. Intr oduction

Extractingusefulknowledgefrom large, distributeddata
repositoriescan be a very dif cult task when such data
cannotbe directly centralizedor uni ed asa single le or
databaseeither due to legal, proprietaryor technicalre-
strictions. This hasled to the emegenceof distributed
datamining techniqueghat try to obtain high quality in-
formation from distributed sourceswith minimal interac-
tionsamongthe datasourcesMost of thetechniqueslevel-
opedso far have focusedon classi cationor on association
rules[l, 2, 8, 13. Therehasalsobeensomework on dis-
tributedclusteringfor vertically partitioneddata (different
sitescontaindifferentattributes/featuresf acommonsetof
records/objectgjl2, 18], andon parallelizingclusteringal-

gorithmsfor horizontally partitioned data (i.e. the objects
aredistributedamongsthe sites,which recordthe sameset
of featuredor eachobject)[7]. Thesetechniqueshowever,
donotspeci cally addresprivacgy issues.

In this paper we focus on the little explored problems
of clusteringhorizontally distributed datain unsupervised
and semi-supervisedettings,taking into accountvarious
privagy restrictions. The prototypicalapplicationscenario
is onein which thereare multiple partieswith con dential
databasesf the sameschema.The goal is to characterize
via clusteringor classi cation, the entire distributed data,
without actuallypoolingthis data. For example,the parties
canbe a groupof banks,with their own setsof customers,
who would like to have a betterinsight into the behaior
of theentirecustomepopulationwithoutcompromisinghe
privagy of their individual customers. A fundamentalas-
sumptionis thatthereis an (unknavn) underlyingdistribu-
tion that representshe differentdatasetsandit is possible
to learnthis unknown distribution by combininghigh-level
informationfrom the differentsourcesnsteadof sharingin-
dividualrecords.

In this paperwe make three main contrikutions. First,
we introducea privagy preservingramenwork for distributed
clusteringin unsupervisedand semi-superviseagcenarios
thatis applicableto awide varietyof datatypesandlearning
algorithms,solong asthey canprovide a generatie model
[11]. In this framework, the partiesowning the individual
datasourcesndependenthtrain generatie modelson the
local dataandsendthe modelparameters$o a centralcom-
biner thatintegratesthe models. This limits the amountof
interactionshetweerthe datasourcesandthe combinerand
enablesus to formulatethe distributed clusteringproblem
in a generalaswell astractableform. Secondwe present
theideathatit is possibleto obtainef cient solutionsto op-
timization problemsbasedon generatie modelsby formu-
lating approximateversionsof the problemsusingsampling
technigueswhich canthenbesolvedusingexisting learning
algorithms.We applythisideato thespeci ¢ problemof dis-
tributedclusteringin unsupervisedndsemi-supervisedce-



nariosto develop EM basedalgorithmsthatareguaranteed
to asymptoticallycorvergeto a global modelthatis locally
optimal asthe samplesize usedto obtainthe global model
goesto . Finally, we proposea measurdor quantifying
privagy basedon ideasfrom informationtheory This al-
lows usto formalizethe problemof obtainingalocal model
giventhe privagy constraintsand demonstratehat thereis
anasymptotiaelationbetweertheaveragdogarithmof pri-
vacy of thelocal modelsandthe KL-divergencequality cost
of theoptimalmodel.

A word aboutthe notation: Setssuchas are
enumerateds . Probability densityfunctionsof a
model is denotedby Expectationof functionsof a
randomvariable following adistribution aredenotecby

is usedto denoteobjectsandtakesvaluesover
thedomainof datawhile is usedto denoteclasslabelsand
is usedwhena statemenholdsfor both and .

2. Problemde nition

Considera situation wherein there are multiple data
sourcescontainingunlabeledor partially labeleddataand
ouraimis to obtaina combinedglobal clusteringor classi -
cationmodelsubjectto privacy andcommunicatiorrestric-
tions. We will approactthis distributedclusteringproblem
by rst dividing it into two sub-problems— (i) choosing
local modelsbasedon privagy and communicatiorrestric-
tions,and(ii) combiningthe local modelseffectively to ob-
taina“ good” globalmodel.In ourcurrentwork, we formal-
izethe rst problemby quantifyingprivacy andcommunica-
tion costsandmainly focuson solvingthe secondproblem,
assuminghatthe rst problemis solved. This separatiorof
concerndbviatestheneedfor optimizinga complicatecbb-
jective function that simultaneouslycaptureghe quality of
clustering privacy andcommunicatiorcosts.Thisapproach
also allows the individual partiesto use proprietaryalgo-
rithms anddomainknowledge,andenablegeuseof legag
clusteringqd18].

Let be horizontally partitioneddatasources
generatedby a common underlying model, and let

be the local modelsobtainedby applying cluster
ing or classi cationalgorithmsto thesedatasources.Then,
the objectie of the rst sub-problems to obtainthe local
models , suchthat the constraintson the privacy
and communicationcostsare satis ed, i.e.,
and where and arethe
privacy andcommunicatiorcostfunctionsdiscussedaterin
section5, and and arethe lowestallowed
privacy andhighestallowed communicatiorcostsfor thelo-
calmodels.

For the secondsub-problemthe aim is to obtaina high
guality globalmodelthatis alsohighly interpretable Qual-
ity canbe easily quanti ed in termsof how representatie

the modelis of the true distribution, while interpretability
i.e., easeof understandin@r describingthe model,is dif -
cult to quantify. Hence,to make the problemtractable we
requirethattheglobalmodelbespeci edasamixturemodel
basedon a given parametridcamily (e.g., mixture of Gaus-
sians). We call theresultingsearchproblemof nding the
highestquality global modelwithin this family of models
the Distrib uted Model-basedClustering (DMC) problem
andstateit moreformally below.

Let be non-neyative weightsassociatedavith the
local modelsbasedon theirimportanceor onthe sizeof the
correspondinglatasourcesTheobjectveof theDMC prob-
lem is to obtainthe optimal global clusteringmodel  be-
longingto agivenfamily of models ,i.e.,

where is the model quality cost function de ned in
termsof thelocal modelsandtheir weights.

2.1 Model representation

We represenbothclassi cationandclusteringmodelsin
termsof densityfunctions.This commonrepresentatioen-
ablesusto de ne costfunctionsfor bothtypesof modelsin
a uniform mannerand alsoleadsto a systematicapproach
for combiningclassi cation and clusteringmodels. In our
schemea classi cation model, i.e., a generatie model ,
producedby a classi cationalgorithmis speci edin terms
of thejoint densityonthedataobjects andtheclasslabels

, where
arethe classpriors, arethe classconditional
densities, is the numberof classesand  is theindica-
tor function. On the otherhand,a clustering model,i.e.,
ageneratiemodel , producedby aclusteringalgorithmis

speci ed in termsof probability density on the data
objects aloneandis givenby,
where aretheclusterpriors, arethe

clusterdensitiesand is thenumberof clusters.

2.2 Model quality

A natural de nition for the quality cost, , for a
global model, is just the “ distance”from the underlying
true model , i.e., where
is a suitable distancemeasurefor models. Since s
not known, we instead,considerthe differentlocal models

asestimatorof  with weights andde ne
the quality cost function in termsof the averagedistance
from the local models,i.e.,
where .

Metrics basedon the normsof density functions such
asthe distanceand the squared  distanceand KL-
divergenceare the commonly useddistancemeasuregor



comparinga pair of generatre models. For classi cation
models,anothersuitablemeasurés the mismatchin thela-
belings,which reducego the misclassi cationerror when
oneof the modelsbeingcompareds the true model. Of all
these KL-divergenceis the mostnaturalcomparisormea-
suresinceit is linearly relatedto the averagelog-likelihood
of thedatageneratedby onemodelwith respecto theothet
It is alsoawell-behareddifferentiablefunctionof themodel
parametersinlike the othermeasures.

Hence wetry to optimizethe quality costfunctionbased
only onthe KL-divergencemeasurenduseothermeasures
only for secondaryevaluationof the experimentalresults.
For clusteringmodels,we considerthe KL-divergencebe-
tweenthedensityfunctionsof justthedatavaluesi.e.,

where is the domainof , andfor classi cation mod-
els, we considerthe KL-divergence betweenthe joint
densities and , i.e.,

3. Unsupewiseddistrib uted clustering

In this section,we posethe DMC problemfor an unsu-
pervisedscenarioas an optimizationproblemand propose
a practicalalgorithmthat asymptoticallycorvergesto a lo-
cally optimal solution. The objective of the DMC problem
for anunsupervisedcenarids to obtaina globalmodel
belongingto a particularparametridamily =~ suchthatthe
quality costfunction basedon KL-divergenceis mini-
mized,i.e.,

(1)

where arethelocal clusteringmodelsbhasedn dif-
ferent unlabeleddata sourceswith weights sum-
ming to 1. This problemcan be simpli ed using the fol-
lowing result.

Theorem1 ! Givena setof models
summingo 1, thenfor anymodel

with weights

whee is sud that

1This resultis truefor a classof functionscalledBregmandivergences
[3] of whichKL-divergenceandsquared distanceareparticularcases.

Applying the above theoremfor clustering models, we
can see that the cost function in (1) is equal to
The rst termis inde-
pendenbf andhencepptimizingthe costfunctionin (1)
is equivalentto minimizing KL-divergencewith respecto
the meanmodel . In the absencef constraintsthe opti-
mal solutionis justthe meanmodel , asKL-divergences
alwaysnon-n@ativeandzeroonly whenboththearguments
areequal.
The meanmodel also hasthe following nice property
whichfollows from Jensers inequality

Theorem?2 Given a set of models with weights
summingo 1 andthetrue model
whee is sud that and is

anydistancefunction? thatis corvex in the densityfunction
of thesecondnodel.

Sincethetruemodel is unknown,it is notpossibleo nd
out which of the models is moreaccuraten terms
of theideal quality costfunction . However, from the
above lemma,one canguaranteahat the meanmodelwill
always provides an improvementover the averagequality
of the available models. Whenthe individual modelshave
independenerrors,the expectedimprovementcan be con-
siderablyhigher The meanmodelis thusa goodchoicein
termsof both and , but it mightnotbeaveryin-
terpretablemodelasit will in generalhave a large number
of overlappingcomponentslnsteadit is desirablgo require
thecombinedmnodelto belongto aspeci edparametridam-
ily . Thereforewe nd themodelin thatis closestto
themeanmodelin termsof KL-divergence.From Theorem
1, thisis alsothe exactsolutionto the DMC problem(1).

(2)

The new optimizationproblem(2) is dif cult to solve di-
rectlyusinggradientdescentechniquesThereforewe pose
an approximateversionof the above problemand solwe it
via Expectation-Maximizatiof6]. Let bea
datasebbtainedby samplingfrom the meanmodel. Con-
siderthe problemof nding the model that maxi-
mizestheaverageog-likelihoodof thedataset |, i.e.,

— ®3)

2Examplesof distancefunctionsthatarecorvex in thedensityfunction
of the secondargumentinclude KL-divergence,  distanceandsquared
distance.



Algorithm 1 UnsupervisedistributedClustering

Input: Setof models with weights summingto 1,
Mixture modelfamily
Output:

Method:
1. Obtainmeanmodel

suchthat

2. Generate
sampling.
3. Apply EM algorithmto obtainthe optimal model,
that

from meanmodel, usingMCMC

, such

where is the average log-likelihood of
with respect to As the size of the dataset
goes to , the average log-likelihood corverges to

the cross entropy between the densities
ie.,

and ,

Now, the cross entrofy be-
tween ary two densitiesis linearly related to the KL-
divergence betweenthem, i.e.,

where is the entropy of the mean model and is
independenbf Hence,maximizing the crossentrogy
with respectto the meanmodelis equialentto minimiz-
ing the KL-divergencewith respectto the mean model.
The approximateproblem (3), thereforecorvergesto the
unsupervise®MC problem(2) asthesizeof goesto

Viewing (3) asa maximum-likelihoodparameteestima-
tion problemleadsto Algorithm 1. The mainideais to rst
generatea dataset following the meanmodel , using
Markov ChainMonte Carlo (MCMC) samplingtechniques
[14] andthen,applythe EM algorithmto this dataseto ob-
tain the clusteringmodel that maximizesits like-
lihood of beingobsened. The resultingmodel is alo-
cal minimizerof theapproximatgroblemandnotnecessar
ily the sameasthesolution  of theoriginal unsupervised
DMC problem(1). However, it is guaranteedo asymptoti-
cally corvergeto alocally optimal solutionasthe sizeof
goesto . In practice ,onecanusemultiple runsof the EM
algorithmandpick the bestsolutionamongthesesothatthe
obtainedmodelis reasonablycloseto the globally optimal
model.

4. Semi-supeviseddistrib uted clustering

In this sectionwe considetthe DMC problemfor a semi-
supervisedettingof whichtheunsupervisedndcompletely
supervisedcenariosare specialcases.Then,asin the un-
superviseatase we poseit asanoptimizationproblemand
presentanef cient EM basedalgorithmto solweit.

Considerasituationwhereonly someof the datasources
have labeleddata.In this casethe objectveis to usethelo-
calclassi cationmodels basednlabeledsources
and local clusteringmodels basedon the unla-
beleddatasourcedo obtaina global modelwhosecompo-
nentscorrespondo the differentclassesAs in the previous
case,we minimize the KL-divergenceof the global model
from thelocal modelsleadingto the optimizationproblem,

(4)
where is amixturemodelfamily and ,
arethe weightsof the classi cation and clusteringmodels
respectiely thattogethersumto 1. Applying Theoremi for
theclusteringandclassi cationmodelsit is easyto seethat
thesemi-supervise®MC problem(4) is exactly equivalent
to asimplerproblem,

)
where ,
and the models and are such that
— and
— . When , i.e., thereare no

classi cation models, this problem reducesto the unsu-
pervisedDMC problem (2) and when , .e., there
are no clusteringmodels, it reducesto a superviseddis-
tributedclassi cationproblem.For the superviseatase this
formulationis different from the usual formulation based
on the misclassi cationerror. However, it turns out that
empirically, the mosteffective solution[4] for minimizing
the misclassi cation error given a set of classi cation
modelsis to obtaina combinedclassi er basedon themean
posterior probabilities, which is exactly the sameas the
meanclassi cationmodel  undertheassumptiorthatthe
datadensities for the differentclassi cation models
are the same. This assumptioris not restrictve andis in
factusuallytruefor distributedclassi cationscenariose.g.,
baggedpredictors,for which the meanposteriorclassi er
performswell.

We now addressthe simpli ed semi-supervisedMC
problem(5) usingthe following approximateversion. Let

be a labeleddatasesampledrom

the meanclassi cation model and
be an unlabeleddatasesampledfrom the meanclustering



Algorithm 2 Semi-supervise®istributedClustering
Input: Setof classi®catiormodels andclusteringmod-

els with weights and respectrely
thattogethersumto 1, Mixture modelfamily
Output:
Method:
1. Obtain meanclassi®cationmodel  and meanclustering
model  suchthat
and
where and
2. Generate and from

the meanmodels, and
usingMCMC sampling.
3. Apply the modi®ed EM algorithm to obtain the optimal
model, thatis thesolutionof

respectiely sothat — —

model  suchthatthe sizesof the datasets, and
areproportionako theweights and and
. Now considerthe problemof nding a mixture model
that maximizesthe averagelog-likelihood of the

combineddataset ,i.e.,

(6)
where is the averagelog-likelihood function with
respectto Using the samerelationsbetweenthe log-

likelihood, crossentropy andthe KL-divergenceasfor un-
supervisedMC, it is easyto show thatthe solutionto the
approximateproblemcorvergesto the solutionof the origi-
nal problem(5) asthe sizeof thedataset goesto
Theapproximatgroblemis againamaximumlik elihood
parametelestimationproblemwherewe needto learnthe
parametergor the mixture modelthat maximizesthe lik e-
lihood of the combineddataset . This can
beeasilysolvedusingthe EM framework, by assuminghat
the missingdatais the posteriorprobabilitiesof the mixture
componentgor only the objectsin , i.e., theunlabeled
dataobjects[15]. Becauseof this, we only needto update
the posteriorprobabilitiesof the unlabeleddataobjectsin
the expectationstep. The maximizationstepremainsun-
changed.This resultsin amodi ed EM algorithmthatcan
be usedas part of the overall semi-supervisedlistributed
clusteringalgorithm(Algorithm 2).

5. Privacy and communication costs

In this section,we quantify the privagy and communi-
cation costsusing ideasfrom information theory and also
shawv thatthereis aninverserelationbetweerthe privacy of
thelocal modelsandthe quality of the meanmodel.

Privacy. In orderto quantify privacy, we needa mea-
surethatindicatesthe uncertaintyin predictingthe original
datasefrom the model. Thework in [1] proposes privacy
measuréasedon the differentialentrogy of the generating
distribution given by
where is thedomainof . This quantityindicatesthe
uncertaintyin predictingthe datagiventhemodel [5], but
doesnot considerthe privacy of a particulardatasetvith re-
spectto a model. For example,a modelwith an extremely
pealed distribution will have very low entropy, but if the
peaksdo not correspondo the actualobjectsin the dataset,
thenthereis not muchprivagy lost. This motivatesusto de-

ne a slightly differentmeasurethat considerghe privacy
of themodelwith respecto theactualobjectsin thedataset.
We proposethatthe privagy, of anobject givena
model bede nedin termsof the probability of generating
the dataobjectfrom the model. The higherthe probability,
thelower the privagy. More speci cally, noting thatthe re-
ciprocal of the probability is relatedto uncertainty[5], we
have

For vectordata, impliesthat canbe pre-
dictedwith the sameaccurag asa randomvariablewith a
uniform distribution on a ball of unit volume. We cannow
de ne the privagy, of a dataset with respectto
the model as somefunction of the privacy of the individ-
ual dataobjects. The geometricmeanhasa nice interpreta-
tion asthereciprocalof theaveragdik elihoodof the dataset
being generatedy the model, assumingthat the individ-

ual samplesarei.i.d., i.e.,

A higherlikelihood of generatingthe datasetfrom the
modelimplies a lower amountof privagy. For example,let
usconsidenectorspacedatabeingmodeledby a mixture of
GaussiansA highly detailedmodelwith Gaussiansf van-
ishing variance,centeredat eachof the dataobjectsgives
away the entiredatasetandhasno privagy. Thisis to be ex-
pectedas the probability density goesto , for all
dataobjects makingthe privagy measureyo to
On the otherhand,a very coarsemodel, say with a single
Gaussiarwith high variancehasa low likelihoodof gener
atingthe dataandhence hasa high privagy.

Intuitively, if thelocalmodelsaremoredetailedthecom-
bined modelcanbe improved at the costof decreasegbri-
vagy. In particular using the weak law of large numbers
andChebyshe inequality[16], it canbe showvn thatthe av-
eragelog-privacy of the local modelscorvergesto their av-
eragecross-entrop with a high probability whenthe sizes



of theindividual dataset@relarge enough.Sincethe aver-
agecrossentroypy is linearly relatedto the KL-divergence
betweenthe mean model and the true model, there ex-
ists an asymptoticlinear relation betweenthe averagelog-
privagy and ideal quality cost of the mean model, i.e.,

where is the meanmodel. As the privag of the
local modelsincreasesthe ideal quality cost of the mean
model,whichis the optimalmodelwith no constraintsalso
goesup.

Communication cost. To quantify the communication
cost , we considerthe numberof bits or wordsrequired
to unambiguouslgpecifythemodelto thecentralcombiner
Whenthe generatie modelfamily is alreadyknown to the
centralcombiner thenone needsto only considerthe cost
of specifyingthe valuesof the parametersA moreformal
de nition would beto consideithe Kolmogoras complexity
[5] or the minimum descriptionlength of the local model,
ie.,

6 Experimental evaluation

In this section,we provide empirical evidencethat for
areasonablglobal samplesizeandprivacy level anda few
runsof theEM algorithm theglobalmodelobtainedhrough
our approachis as good as or better than the bestlocal
modelfor differenttypesof datanot only in termsof KL-
divergencebut alsofor other distancemeasures.We also
presentresultsthat shov how the privagy, communication
andquality costsvary with theresolutionof local models.

We performedexperimentson the four differenttypesof
datashown in Table 1. Arti cial datawaspreferredsince
the true generatie modelsis known, unlike in the case
of real data, and one can perform controlled experiments
to better understandalgorithmic properties. In order to
generatehe data,we chosefor eachrun of the experiment,
a mixture modelwith a x ed number(=5) of components
and usedit to createa collection of datasetsof equal
size by samplingindependentlyusing MCMC techniques.
These datasetsand models can be downloaded from
http://www.lans.ece.utexas.edu/”s rujana
/gencl/data

We empirically found that our approachs morebene -
cial whenthe numberof clustersaswell asthelearningal-
gorithmsappliedto theindividual datasitesaredifferent,as
this creatediversity in the models. However, sincein this
work our emphasiss not on the model selectionproblem,
we presentresultsobtainedby applyingthe samelearning
algorithmto all thesites.For theunlabeledlatasetsye used
EM algorithmsbasedon mixture modelsof the appropriate
type. For thelabeleddatasetswe estimatedhe parameters
of the classconditionaldistributions using maximumlik e-
lihood estimation(MLE) methods. The EM algorithmsat

Table 1. Details of generative models and
datasets for diff erent data types.
Data Type Model Type #Dim/Seq. | TotalData | #Sites | #Runs
Length Size(N)
Vector Gaussian
Full-covariance 8 5000 5 10
Directional von Mises-
Fisher 100 5000 5 10
Discrete DiscreteHMM
sequence 5 states 30 1000 5 5
4 symbols
Continuous Cont. HMM
sequence 5 states 30 600 3 5
4 mixtures

boththelocal andgloballevel wererun multiple timesand
thebestsolutionwaschoserin orderto reducethe probabil-
ity of gettingstuckin local minima.

For eachsetting,we computedthe privacy and commu-
nicationcostsof the local modelsandtheideal quality cost
functionsbasedon the variousdistancemeasuredisted in
section2. Distancemeasureghat are integrals were esti-
matedby averagingover 10,000samplesdravn from the
appropriatedistributions. The centralizedmodel obtained
usingtheunion of all the datasetsvasusedasthereference
for eachexperiment.

6.1 Resultsand discussion

We applied our algorithmto differenttypesof datain
both unsupervisedand semi-supervisedettingschoosing
the global MCMC samplesizeto be equalto the combined
size of all the datasourcesandthe local modelresolution
to be the sameasthat of the true model. We also studied
how the quality of the global modelvarieswith the global
samplesize,the resolutionof the local modelsandthe per
centageof labeleddataby performingexperimentson the
Euclideanvectordatasets.

Quality of global model. Figurel shaws the quality
of thedifferentmodelsfor all four datatypes,in afully un-
supervisedsetting. The rows 1-4 correspondo the results
on Gaussiangdirectional,discreteand continuoussequence
datarespectiely. Theblackbarrepresenttheaveragevalue
andthe white bar representshe standarddeviation. In all
the casesthe globalmodelperformsbetterthanthe bestlo-
cal model. Moreover, the globalmodelquality is in general
closerto the quality of the centralizedmodelthanthe aver-
agequality of thelocal models. Figure2 shaws the quality
of thedifferentmodelsin a semi-supervisesetting.

Themeanmodelin this settingis the meanclassi cation
model obtainedby combiningonly the local classi cation
models.Onceagain,the globalmodelprovidesbetterqual-
ity thanary of thelocal classi cationmodels. Sometimes,
it is even betterthanthat of the meanclassi cationmodel,
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Figure 1. Global model quality for diff erent
types of data in an unsuper vised setting.
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underscoringhe effectivenessof using unlabeleddatafor
improving the performancef classi cationmodels.
Variation of global model quality with sample size.
For a fair comparisonwe chosethe global samplesizeto
be equalto the combinedsize of all the datasourcesfor
the previousexperiments However, theoreticakesultsindi-
catethatwe canobtaina betterquality modelwith a higher
samplesize. In orderto testthis hypothesis,we ran our
algorithm multiple times on the Euclideanvector datasets
changingonly the global samplesize. Figure 3 shavs how
thequality of thedifferentmodelsvary with the samplesize
in anunsupervisedetting. As onemay expect, the quality
of theglobalmodelimproveswith the numberof arti cially
generatedsampleswith diminishing returnsafter a point.
Thebehavior is similar for semi-supervisedettingsaswell.
Variation of privacy, communication and quality cost
with modelresolution. An importantaspecbf theourclus-
tering framawork is the trade-of betweenprivacy, commu-

L1 Disance

Figure 3. Variation of global model quality with
sample size.

nicationrestrictionsandthe quality of the combinedmodel
obtained.This trade-of canbe controlledby picking a suit-
ablemodelresolution,e.g.,numberof clusters/classe$:ig-
ure 4 shaws the variation of the averagelog-privagy, com-
municationand quality costwith the numberof clustersin
the local modelsfor Euclideanvectordatasets.The beha-
ior is similar for semi-supervisedettingsaswell. Fromthe
plots, we note that the averagelog-privacy as well asthe
quality costsdecreasasthe numberof clustersincreases,
while the communicatiorcostgoesup. At athousanctlus-
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Figure 4. Variation of privacy, cluster quality
and comm unication cost with respect to base
model resolution.

ters/location(i.e. one clusterper point) thereis maximum
lossof privagy, but becausef thenaturalclustersn thedata,
comparablelusterquality canbeobtainedmuchbeforethis
limiting value,i.e.,atamuchlessemprivag cost.

Variation in modelquality with percentageof labeled
data. Figure5 shavsthe quality of themodelsobtainedus-
ing differentnumberof local classi cation modelson Eu-
clidean vector data, i.e., different percentage®f labeled
data. Fromthe gure, we notethatthe quality costsof the
meanclassi cationmodelaswell asglobalmodeldecrease
asthe numberof classi cation modelsincreases.Another
interestingtrend is that the global model performsbetter
thanthe meanclassi cation modelwhenthe percentag®f
labeleddatais lessbut becomeselatively worseasthe per
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Figure 5. Variation in the model quality with
percentage of labeled data.

centageof labeleddataincreases.This shavs thatit might
be bene cial to useunlabeleddatafor improving classi -
cationmodelswhenthereis very little labeleddata. On the
otherhand thereis little utility in usingunlabeleddatawhen
thereis signi cant amountof labeleddata.

7 Relatedwork

Our distributedclusteringtechniquerelieson combining
multiple parametricmodels. Otherworks of similar avor
appliedto differentsettinggncludestackingfor densityesti-
mation[17], distributedcooperatie Bayesiarlearning[19].
However, in all thesecaseghe emphasids on quality and
robustnessatherthaninterpretabilityor privacy.

A simple example of integrating multiple generatre
modelsfor clusteringis the combiningof the setsof means
obtainedhroughmultiple -meanssolutions.This hasbeen
studiedin a variety of settings[9, 10], all of which arere-
strictedto vectordata. In contrast,our framework applies
to arbitrarygeneratie clusteringmodels,hencecovering a
wide rangeof complex datatypesencounteredh datamin-
ing.

In works that focus on privagy-preservingdatamining,
oftenindividual recordsor attributesaresubjectedo a “pri-
vagy preserving”transformationand the goal is to obtain
usefulinformationfrom suchtransformediata. Classi ca-
tion and associatiorrule techniquedor this scenariohave
beenproposedn [1, 2, 8]. Theseapproachesirealsore-
strictedto vector databecauseof an add operatorrequire-
ment.Anothersettingis aninter-enterprisedatamining sce-
nario suchasthe oneconsideredn this paper wheremul-
tiple partieswith con dential databasesantto apply data
mining algorithmsto the union of their databasesThereis
very little literaturein this area,a notableexceptionbeing
the cryptographicmethodfor enablinga securetwo party
computatiorfor performingthe ID3 decisiontreealgorithm

in [13].
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