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Abstract

We presenta framework for clusteringdistributeddata
in unsupervisedandsemi-supervisedscenarios,taking into
account privacy requirementsand communicationcosts.
Ratherthansharingpartsof theoriginal or perturbeddata,
we insteadtransmit the parameters of suitablegenerative
modelsbuilt at each local data site to a central location.
We mathematicallyshowthat the bestrepresentativeof all
thedata is a certain“ mean” model,andempiricallyshow
that this modelcanbeapproximatedquitewell by generat-
ing arti�cial samplesfrom the underlyingdistributionsus-
ing Markov ChainMonteCarlo techniques,andthen�tting
a combinedglobal modelwith a chosenparametricform to
thesesamples.We also proposea new measure that quan-
ti�es privacy basedon informationtheoretic concepts,and
showthatdecreasingprivacyleadsto a higherqualityof the
combinedmodeland vice versa. We provide empirical re-
sultsondifferentdatatypesto highlightthegenerality of our
framework. Theresultsshowthat high quality distributed
clusteringcan be achievedwith little privacy lossand low
communicationcost.

1. Intr oduction

Extractingusefulknowledgefrom large,distributeddata
repositoriescan be a very dif�cult task when such data
cannotbe directly centralizedor uni�ed asa single �le or
databaseeither due to legal, proprietaryor technical re-
strictions. This has led to the emergenceof distributed
datamining techniquesthat try to obtain high quality in-
formation from distributed sourceswith minimal interac-
tionsamongthedatasources.Most of thetechniquesdevel-
opedso far have focusedon classi�cationor on association
rules[1, 2, 8, 13]. Therehasalsobeensomework on dis-
tributedclusteringfor vertically partitioneddata (different
sitescontaindifferentattributes/featuresof acommonsetof
records/objects)[12, 18], andon parallelizingclusteringal-

gorithmsfor horizontallypartitioneddata (i.e. the objects
aredistributedamongstthesites,which recordthesameset
of featuresfor eachobject)[7]. Thesetechniques,however,
donot speci�cally addressprivacy issues.

In this paper, we focus on the little explored problems
of clusteringhorizontally distributed datain unsupervised
and semi-supervisedsettings,taking into accountvarious
privacy restrictions. The prototypicalapplicationscenario
is onein which therearemultiple partieswith con�dential
databasesof the sameschema.The goal is to characterize
via clusteringor classi�cation, the entire distributed data,
without actuallypoolingthis data.For example,theparties
canbe a groupof banks,with their own setsof customers,
who would like to have a better insight into the behavior
of theentirecustomerpopulationwithoutcompromisingthe
privacy of their individual customers. A fundamentalas-
sumptionis that thereis an(unknown) underlyingdistribu-
tion that representsthe differentdatasetsandit is possible
to learnthis unknown distribution by combininghigh-level
informationfrom thedifferentsourcesinsteadof sharingin-
dividual records.

In this paperwe make threemain contributions. First,
we introduceaprivacy preservingframework for distributed
clustering in unsupervisedand semi-supervisedscenarios
thatis applicableto awidevarietyof datatypesandlearning
algorithms,so long asthey canprovide a generative model
[11]. In this framework, the partiesowning the individual
datasourcesindependentlytrain generative modelson the
local dataandsendthemodelparametersto a centralcom-
biner that integratesthemodels. This limits the amountof
interactionsbetweenthedatasourcesandthecombinerand
enablesus to formulatethe distributedclusteringproblem
in a generalaswell astractableform. Second,we present
theideathatit is possibleto obtainef�cient solutionsto op-
timizationproblemsbasedon generative modelsby formu-
latingapproximateversionsof theproblemsusingsampling
techniques,whichcanthenbesolvedusingexistinglearning
algorithms.Weapplythisideato thespeci�c problemof dis-
tributedclusteringin unsupervisedandsemi-supervisedsce-



nariosto developEM basedalgorithmsthatareguaranteed
to asymptoticallyconvergeto a globalmodelthat is locally
optimalasthesamplesizeusedto obtaintheglobal model
goesto � . Finally, we proposea measurefor quantifying
privacy basedon ideasfrom information theory. This al-
lowsusto formalizetheproblemof obtaininga local model
given the privacy constraintsanddemonstratethat thereis
anasymptoticrelationbetweentheaveragelogarithmof pri-
vacy of thelocalmodelsandtheKL-divergencequalitycost
of theoptimalmodel.

A wordaboutthenotation:Setssuchas �������
	�	�	��
����� are
enumeratedas �������
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. Probabilitydensityfunctionsof a
model � is denotedby ��� . Expectationof functionsof a
randomvariable � following a distribution � aredenotedby

�����! #"

	 $ . % is usedto denoteobjectsandtakesvaluesover
thedomainof datawhile & is usedto denoteclasslabelsand

� is usedwhena statementholdsfor both '(%)�*&#+ and % .

2. Problem de�nition

Consider a situation wherein there are multiple data
sourcescontainingunlabeledor partially labeleddataand
ouraimis to obtainacombinedglobalclusteringor classi�-
cationmodelsubjectto privacy andcommunicationrestric-
tions. We will approachthis distributedclusteringproblem
by �rst dividing it into two sub-problems— (i) choosing
local modelsbasedon privacy andcommunicationrestric-
tions,and(ii) combiningthelocal modelseffectively to ob-
taina“ good” globalmodel.In ourcurrentwork,weformal-
izethe�rst problemby quantifyingprivacy andcommunica-
tion costsandmainly focuson solvingthesecondproblem,
assumingthatthe�rst problemis solved.Thisseparationof
concernsobviatestheneedfor optimizingacomplicatedob-
jective function that simultaneouslycapturesthe quality of
clustering,privacy andcommunicationcosts.Thisapproach
also allows the individual partiesto useproprietaryalgo-
rithmsanddomainknowledge,andenablesreuseof legacy
clusterings[18].
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generatedby a common underlying model, �!/ and let
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be the local modelsobtainedby applyingcluster-
ing or classi�cationalgorithmsto thesedatasources.Then,
the objective of the �rst sub-problemis to obtainthe local
models ���
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, such that the constraintson the privacy
and communicationcostsare satis�ed, i.e., 1�23�54768296

.:�<;='>�
�

+@?BA
� and CD'>�

�
+-6FE

�
� where;='G	H+ andCD'G	H+ arethe

privacy andcommunicationcostfunctionsdiscussedlaterin
section5, and �
A

�
�

�

�0�
�

and ��E
�

�

�

���
�

arethe lowestallowed
privacy andhighestallowedcommunicationcostsfor thelo-
calmodels.

For thesecondsub-problem,the aim is to obtaina high
quality globalmodelthat is alsohighly interpretable.Qual-
ity canbe easilyquanti�ed in termsof how representative

the model is of the true distribution, while interpretability,
i.e., easeof understandingor describingthemodel,is dif�-
cult to quantify. Hence,to make theproblemtractable,we
requirethattheglobalmodelbespeci�edasamixturemodel
basedon a givenparametricfamily (e.g.,mixtureof Gaus-
sians). We call the resultingsearchproblemof �nding the
highestquality global model within this family of models
the Distrib uted Model-basedClustering (DMC) problem
andstateit moreformally below.

Let ��I��G�

�

��� �

benon-negativeweightsassociatedwith the
local modelsbasedon their importanceor on thesizeof the
correspondingdatasources.Theobjectiveof theDMC prob-
lem is to obtaintheoptimalglobalclusteringmodel �KJ

L be-
longingto a givenfamily of modelsM , i.e.,
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'G	H+ is the model quality cost function de�ned in
termsof thelocal modelsandtheirweights.

2.1. Model representation

We representbothclassi�cationandclusteringmodelsin
termsof densityfunctions.Thiscommonrepresentationen-
ablesusto de�ne costfunctionsfor bothtypesof modelsin
a uniform mannerandalso leadsto a systematicapproach
for combiningclassi�cationandclusteringmodels. In our
scheme,a classi�cation model, i.e., a generative model � ,
producedby a classi�cationalgorithmis speci�ed in terms
of thejoint densityon thedataobjects% andtheclasslabels
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	 $ is the indica-
tor function. On the otherhand,a clustering model, i.e.,
a generativemodel � , producedby a clusteringalgorithmis
speci�ed in termsof probability density �p�!'(%�+ on the data
objects% aloneandis givenby, �
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clusterdensitiesand o is thenumberof clusters.

2.2. Model quality

A natural de�nition for the quality cost,
^sr

'*	 + , for a
global model, is just the “ distance”from the underlying
true model �

/
, i.e.,
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the quality cost function in termsof the averagedistance
from the local models,i.e.,
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Metrics basedon the norms of density functionssuch

as the w
� distanceand the squaredwyx distanceand KL-

divergenceare the commonlyuseddistancemeasuresfor



comparinga pair of generative models. For classi�cation
models,anothersuitablemeasureis themismatchin the la-
belings,which reducesto the misclassi�cationerror when
oneof themodelsbeingcomparedis thetruemodel.Of all
these,KL-divergenceis the mostnaturalcomparisonmea-
suresinceit is linearly relatedto theaveragelog-likelihood
of thedatageneratedby onemodelwith respectto theother.
It is alsoawell-behaveddifferentiablefunctionof themodel
parametersunlike theothermeasures.

Hence,we try to optimizethequalitycostfunctionbased
only on theKL-divergencemeasureanduseothermeasures
only for secondaryevaluationof the experimentalresults.
For clusteringmodels,we considerthe KL-divergencebe-
tweenthedensityfunctionsof just thedatavalues,i.e.,
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where ’@“ is the domainof % , and for classi�cation mod-
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3. Unsuperviseddistrib uted clustering

In this section,we posethe DMC problemfor an unsu-
pervisedscenarioasan optimizationproblemandpropose
a practicalalgorithmthatasymptoticallyconvergesto a lo-
cally optimal solution. Theobjective of theDMC problem
for anunsupervisedscenariois to obtaina globalmodel �

L

belongingto a particularparametricfamily M suchthat the
quality costfunction

^

'*	 + basedon KL-divergenceis mini-
mized,i.e.,
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arethelocal clusteringmodelsbasedondif-
ferent unlabeleddata sourceswith weights ��I����
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sum-
ming to 1. This problemcan be simpli�ed using the fol-
lowing result.
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1This resultis truefor a classof functionscalledBregmandivergences
[3] of whichKL-divergenceandsquared¢p£ distanceareparticularcases.

Applying the above theorem for clustering models, we
can see that the cost function in (1) is equal to
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pendentof �

L andhence,optimizingthecostfunctionin (1)
is equivalentto minimizing KL-divergencewith respectto
the meanmodel  � . In the absenceof constraints,the opti-
mal solutionis just themeanmodel  � , asKL-divergenceis
alwaysnon-negativeandzeroonly whenboththearguments
areequal.

The meanmodel also has the following nice property,
which follows from Jensen's inequality.
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of thesecondmodel.

Sincethetruemodel �
/ is unknown, it is notpossibleto �nd

out which of themodels �����*�

�

���
�

is moreaccuratein terms
of theidealquality costfunction

^Or

'G	H+ . However, from the
above lemma,onecanguaranteethat the meanmodelwill
always providesan improvementover the averagequality
of the availablemodels. Whenthe individual modelshave
independenterrors,the expectedimprovementcanbe con-
siderablyhigher. Themeanmodelis thusa goodchoicein
termsof both

^

'G	H+ and
^�r

'G	H+ , but it might not bea very in-
terpretablemodelasit will in generalhave a large number
of overlappingcomponents.Instead,it is desirableto require
thecombinedmodelto belongto aspeci�edparametricfam-
ily M . Therefore,we �nd the modelin M that is closestto
themeanmodelin termsof KL-divergence.FromTheorem
1, this is alsotheexactsolutionto theDMC problem(1).

�

J

L�NQPSR
T�U5V�X

��Y�Z]\

t{z�| }
~

••€

'
 

�)�3�

L

+ (2)

The new optimizationproblem(2) is dif�cult to solve di-
rectlyusinggradientdescenttechniques.Therefore,wepose
an approximateversionof the above problemandsolve it
via Expectation-Maximization[6]. Let  
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be a
datasetobtainedby samplingfrom the meanmodel. Con-
siderthe problemof �nding the model ��§
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M that maxi-
mizestheaveragelog-likelihoodof thedataset  
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2Examplesof distancefunctionsthatareconvex in thedensityfunction
of the secondargumentincludeKL-divergence,¢m¬ distanceandsquared

¢�£ distance.



Algorithm 1 UnsupervisedDistributedClustering
Input: Setof models­
®‰¯>°n±

¯�² ¬

with weights ­�³�¯`°n±

¯�² ¬

summingto 1,
Mixture modelfamily ´ .
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Method:
1. Obtainmeanmodel Ñ® suchthat
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from meanmodel, Ñ® usingMCMC
sampling.
3. Apply EM algorithmto obtainthe optimal model, ® µ¶
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that
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goes to � , the average log-likelihood converges to
the cross entropy between the densities �mž
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tween any two densities is linearly related to the KL-
divergence between them, i.e.,
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where ò

'3  ��+ is the entropy of the mean model and is
independentof �

L . Hence,maximizing the crossentropy
with respectto the meanmodel is equivalent to minimiz-
ing the KL-divergencewith respectto the mean model.
The approximateproblem (3), thereforeconvergesto the
unsupervisedDMC problem(2) asthesizeof  , goesto � .

Viewing (3) asa maximum-likelihoodparameterestima-
tion problemleadsto Algorithm 1. Themainideais to �rst
generatea dataset

 
, following the meanmodel

 
� , using

Markov ChainMonteCarlo (MCMC) samplingtechniques
[14] andthen,applytheEM algorithmto this datasetto ob-
tain the clusteringmodel ��§

Ló¨

M that maximizesits like-
lihood of beingobserved. The resultingmodel �p§

L is a lo-
calminimizerof theapproximateproblemandnotnecessar-
ily thesameasthesolution �

J

L of theoriginal unsupervised
DMC problem(1). However, it is guaranteedto asymptoti-
cally convergeto a locally optimalsolutionasthesizeof

 

,

goesto � . In practice,onecanusemultiple runsof theEM
algorithmandpick thebestsolutionamongthesesothatthe
obtainedmodelis reasonablycloseto the globally optimal
model.

4. Semi-superviseddistrib uted clustering

In thissection,weconsidertheDMC problemfor asemi-
supervisedsettingof whichtheunsupervisedandcompletely
supervisedscenariosarespecialcases.Then,asin the un-
supervisedcase,we poseit asanoptimizationproblemand
presentanef�cient EM basedalgorithmto solve it.

Considerasituationwhereonly someof thedatasources
have labeleddata.In this case,theobjective is to usethelo-
calclassi�cationmodels���!ôp�G�

�Sõ

�0� �

basedonlabeledsources
and local clusteringmodels ���!ö)�*�

��÷

��� �

basedon the unla-
beleddatasourcesto obtaina globalmodelwhosecompo-
nentscorrespondto thedifferentclasses.As in theprevious
case,we minimize the KL-divergenceof the global model
from thelocal modelsleadingto theoptimizationproblem,
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whereM is amixturemodelfamily and ��ISôp�G�
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are the weightsof the classi�cation andclusteringmodels
respectively thattogethersumto 1. Applying Theorem1 for
theclusteringandclassi�cationmodels,it is easyto seethat
thesemi-supervisedDMC problem(4) is exactlyequivalent
to a simplerproblem,
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Nuû , i.e., there are no
classi�cation models, this problem reducesto the unsu-
pervisedDMC problem(2) andwhen ISö

N8û , i.e., there
are no clusteringmodels, it reducesto a superviseddis-
tributedclassi�cationproblem.For thesupervisedcase,this
formulation is different from the usual formulation based
on the misclassi�cationerror. However, it turns out that
empirically, the mosteffective solution[4] for minimizing
the misclassi�cation error given a set of classi�cation
modelsis to obtaina combinedclassi�er basedon themean
posteriorprobabilities, which is exactly the sameas the
meanclassi�cationmodel  �

ô undertheassumptionthatthe
datadensities�

�
œn'k%!+ for thedifferentclassi�cationmodels

are the same. This assumptionis not restrictive and is in
factusuallytruefor distributedclassi�cationscenarios,e.g.,
baggedpredictors,for which the meanposteriorclassi�er
performswell.

We now addressthe simpli�ed semi-supervisedDMC
problem(5) using the following approximateversion. Let
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Algorithm 2 Semi-supervisedDistributedClustering
Input: Setof classi®cationmodels ­
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Method:
1. Obtain meanclassi®cationmodel Ñ®‰ü and meanclustering
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3. Apply the modi®ed EM algorithm to obtain the optimal
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where w•'*	0�[�

L

+ is the averagelog-likelihoodfunction with
respectto �

L . Using the samerelationsbetweenthe log-
likelihood,crossentropy andthe KL-divergenceasfor un-
supervisedDMC, it is easyto show that thesolutionto the
approximateproblemconvergesto thesolutionof theorigi-
nalproblem(5) asthesizeof thedataset  

, goesto � .
Theapproximateproblemis againamaximumlikelihood

parameterestimationproblemwherewe needto learn the
parametersfor the mixture model that maximizesthe like-
lihood of the combineddataset  




N

 ,yô��  ,-ö . This can
beeasilysolvedusingtheEM framework, by assumingthat
themissingdatais theposteriorprobabilitiesof themixture
componentsfor only the objectsin  

,
ö , i.e., the unlabeled

dataobjects[15]. Becauseof this, we only needto update
the posteriorprobabilitiesof the unlabeleddataobjectsin
the expectationstep. The maximizationstepremainsun-
changed.This resultsin a modi�ed EM algorithmthat can
be usedas part of the overall semi-superviseddistributed
clusteringalgorithm(Algorithm 2).

5. Privacyand communicationcosts

In this section,we quantify the privacy and communi-
cation costsusing ideasfrom information theory and also
show thatthereis aninverserelationbetweentheprivacy of
thelocalmodelsandthequalityof themeanmodel.

Privacy. In orderto quantify privacy, we needa mea-
surethat indicatestheuncertaintyin predictingtheoriginal
datasetfrom themodel.Thework in [1] proposesa privacy
measurebasedon thedifferentialentropy of thegenerating
distribution given by g

'`�!+

N

í
�

ˆ��

���<'`�•+—‹0Œ

T

x

'–�!�!'k�‰+*+

•

���

where ’
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is the domainof � . This quantity indicatesthe
uncertaintyin predictingthedatagiventhemodel � [5], but
doesnot considertheprivacy of a particulardatasetwith re-
spectto a model. For example,a modelwith an extremely
peaked distribution will have very low entropy, but if the
peaksdo not correspondto theactualobjectsin thedataset,
thenthereis notmuchprivacy lost. Thismotivatesusto de-
�ne a slightly differentmeasurethat considersthe privacy
of themodelwith respectto theactualobjectsin thedataset.
We proposethat theprivacy, ;='k���3�!+ of anobject � givena
model � bede�ned in termsof theprobabilityof generating
thedataobjectfrom themodel. Thehighertheprobability,
the lower theprivacy. More speci�cally, noting that the re-
ciprocalof the probability is relatedto uncertainty[5], we
have ;='k���3�!+
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For vectordata, ;='`�<�[��+

N

4 implies that � canbe pre-
dictedwith the sameaccuracy asa randomvariablewith a
uniform distribution on a ball of unit volume. We cannow
de�ne the privacy, ;='��›�[��+ of a dataset� with respectto
the model as somefunction of the privacy of the individ-
ual dataobjects.Thegeometricmeanhasa nice interpreta-
tion asthereciprocalof theaveragelikelihoodof thedataset
being generatedby the model, assumingthat the individ-

ual samplesarei.i.d., i.e., ;='��›�[��+
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A higher likelihood of generatingthe datasetfrom the
modelimpliesa lower amountof privacy. For example,let
usconsidervectorspacedatabeingmodeledby amixtureof
Gaussians.A highly detailedmodelwith Gaussiansof van-
ishing variance,centeredat eachof the dataobjectsgives
away theentiredatasetandhasno privacy. This is to beex-
pectedas the probability density �p�<'`�•+ goesto � , for all
dataobjects �

¨

� makingthe privacy measurego to û(' .
On the otherhand,a very coarsemodel,saywith a single
Gaussianwith high variancehasa low likelihoodof gener-
atingthedataandhence,hasa highprivacy.

Intuitively, if thelocalmodelsaremoredetailed,thecom-
binedmodelcanbe improvedat the costof decreasedpri-
vacy. In particular, using the weak law of large numbers
andChebyshev inequality[16], it canbeshown thattheav-
eragelog-privacy of the local modelsconvergesto their av-
eragecross-entropy with a high probability whenthe sizes



of the individual datasetsarelargeenough.Sincetheaver-
agecrossentropy is linearly relatedto the KL-divergence
betweenthe mean model and the true model, there ex-
ists an asymptoticlinear relationbetweenthe averagelog-
privacy and ideal quality cost of the mean model, i.e.,

a
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'3  ��+�� where  � is the meanmodel. As the privacy of the
local modelsincreases,the ideal quality cost of the mean
model,which is theoptimalmodelwith noconstraints,also
goesup.

Communication cost. To quantify the communication
cost CD'`�!+ , weconsiderthenumberof bitsor wordsrequired
to unambiguouslyspecifythemodelto thecentralcombiner.
Whenthegenerative modelfamily is alreadyknown to the
centralcombiner, thenoneneedsto only considerthe cost
of specifyingthe valuesof the parameters.A moreformal
de�nition wouldbeto considertheKolmogorov complexity
[5] or the minimum descriptionlengthof the local model,
i.e., CD'`�!+

NQ‚/.

'>��+n˜

6 Experimental evaluation

In this section,we provide empirical evidencethat for
a reasonableglobalsamplesizeandprivacy level anda few
runsof theEM algorithm,theglobalmodelobtainedthrough
our approachis as good as or better than the best local
model for differenttypesof datanot only in termsof KL-
divergencebut also for other distancemeasures.We also
presentresultsthat show how the privacy, communication
andquality costsvarywith theresolutionof localmodels.

We performedexperimentson thefour differenttypesof
datashown in Table 1. Arti�cial datawaspreferredsince
the true generative models is known, unlike in the case
of real data,and one can perform controlledexperiments
to better understandalgorithmic properties. In order to
generatethedata,we chose,for eachrun of theexperiment,
a mixture model with a �x ed number(=5) of components
and used it to create a collection of datasetsof equal
size by samplingindependentlyusing MCMC techniques.
These datasetsand models can be downloaded from
http://www.lans.ece.utexas.edu/˜s rujana
/gencl/data .

We empirically found that our approachis morebene�-
cial whenthenumberof clustersaswell asthe learningal-
gorithmsappliedto theindividualdatasitesaredifferent,as
this createsdiversity in the models.However, sincein this
work our emphasisis not on the modelselectionproblem,
we presentresultsobtainedby applyingthe samelearning
algorithmto all thesites.For theunlabeleddatasets,weused
EM algorithmsbasedon mixturemodelsof theappropriate
type. For the labeleddatasets,we estimatedtheparameters
of the classconditionaldistributionsusingmaximumlike-
lihood estimation(MLE) methods. The EM algorithmsat

Table 1. Details of generative models and
datasets for diff erent data types.

Data Type Model Type #Dim/Seq. Total Data #Sites #Runs
Length Size(N)

Vector Gaussian
Full-covariance 8 5000 5 10

Directional von Mises-
Fisher 100 5000 5 10

Discrete DiscreteHMM
sequence 5 states 30 1000 5 5

4 symbols
Continuous Cont.HMM
sequence 5 states 30 600 3 5

4 mixtures

both the local andglobal level wererun multiple timesand
thebestsolutionwaschosenin orderto reducetheprobabil-
ity of gettingstuckin localminima.

For eachsetting,we computedthe privacy andcommu-
nicationcostsof the local modelsandthe idealquality cost
functionsbasedon the variousdistancemeasureslisted in
section2. Distancemeasuresthat are integrals were esti-
matedby averagingover 10,000samplesdrawn from the
appropriatedistributions. The centralizedmodel obtained
usingtheunionof all thedatasetswasusedasthereference
for eachexperiment.

6.1 Resultsand discussion

We appliedour algorithm to different typesof data in
both unsupervisedand semi-supervisedsettingschoosing
theglobalMCMC samplesizeto beequalto thecombined
sizeof all the datasourcesand the local model resolution
to be the sameas that of the true model. We alsostudied
how the quality of the global modelvarieswith the global
samplesize,theresolutionof the local modelsandtheper-
centageof labeleddataby performingexperimentson the
Euclideanvectordatasets.

Quality of global model. Figure1 shows the quality
of thedifferentmodelsfor all four datatypes,in a fully un-
supervisedsetting. Therows 1-4 correspondto the results
on Gaussian,directional,discreteandcontinuoussequence
datarespectively. Theblackbarrepresentstheaveragevalue
andthe white bar representsthe standarddeviation. In all
thecases,theglobalmodelperformsbetterthanthebestlo-
cal model.Moreover, theglobalmodelquality is in general
closerto thequality of thecentralizedmodelthantheaver-
agequality of the local models.Figure2 shows thequality
of thedifferentmodelsin asemi-supervisedsetting.

Themeanmodelin this settingis themeanclassi�cation
model obtainedby combiningonly the local classi�cation
models.Onceagain,theglobalmodelprovidesbetterqual-
ity thanany of the local classi�cationmodels.Sometimes,
it is even betterthanthat of the meanclassi�cationmodel,
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1: GLOBAL, 2: AVERAGE, 3: MINIMUM, 4: MAXIMUM, 5: MEAN, 6: CENTRALIZED

Figure 1. Global model quality for diff erent
types of data in an unsuper vised setting.
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1: GLOBAL, 2: AVERAGE, 3: MINIMUM, 4: MAXIMUM, 5: MEAN, 6: CENTRALIZED

Figure 2. Global model quality for diff erent
types of data in a semi­super vised setting.

underscoringthe effectivenessof using unlabeleddatafor
improving theperformanceof classi�cationmodels.

Variation of global model quality with sample size.
For a fair comparison,we chosethe global samplesize to
be equal to the combinedsize of all the datasourcesfor
thepreviousexperiments.However, theoreticalresultsindi-
catethatwe canobtaina betterquality modelwith a higher
samplesize. In order to test this hypothesis,we ran our
algorithm multiple times on the Euclideanvector datasets
changingonly theglobalsamplesize. Figure3 shows how
thequalityof thedifferentmodelsvarywith thesamplesize
in an unsupervisedsetting. As onemayexpect,thequality
of theglobalmodelimproveswith thenumberof arti�cially
generatedsamples,with diminishing returnsafter a point.
Thebehavior is similar for semi-supervisedsettingsaswell.

Variation of pri vacy, communication and quality cost
with modelresolution.An importantaspectof theourclus-
tering framework is the trade-off betweenprivacy, commu-
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Figure 3. Variation of global model quality with
sample size.

nicationrestrictionsandthequality of thecombinedmodel
obtained.This trade-off canbecontrolledby picking a suit-
ablemodelresolution,e.g.,numberof clusters/classes.Fig-
ure 4 shows the variationof the averagelog-privacy, com-
municationandquality costwith the numberof clustersin
the local modelsfor Euclideanvectordatasets.Thebehav-
ior is similar for semi-supervisedsettingsaswell. Fromthe
plots, we note that the averagelog-privacy as well as the
quality costsdecreaseas the numberof clustersincreases,
while thecommunicationcostgoesup. At a thousandclus-
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Figure 4. Variation of priv acy, cluster quality
and comm unication cost with respect to base
model resolution.

ters/location(i.e. oneclusterper point) thereis maximum
lossof privacy, but becauseof thenaturalclustersin thedata,
comparableclusterqualitycanbeobtainedmuchbeforethis
limiting value,i.e.,at amuchlesserprivacy cost.

Variation in model quality with percentageof labeled
data. Figure5 showsthequality of themodelsobtainedus-
ing differentnumberof local classi�cation modelson Eu-
clidean vector data, i.e., different percentagesof labeled
data. From the �gure, we notethat thequality costsof the
meanclassi�cationmodelaswell asglobalmodeldecrease
as the numberof classi�cation modelsincreases.Another
interestingtrend is that the global model performsbetter
thanthe meanclassi�cationmodelwhenthe percentageof
labeleddatais lessbut becomesrelatively worseastheper-
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Figure 5. Variation in the model quality with
percenta ge of labeled data.

centageof labeleddataincreases.This shows that it might
be bene�cial to useunlabeleddatafor improving classi�-
cationmodelswhenthereis very little labeleddata.On the
otherhand,thereis little utility in usingunlabeleddatawhen
thereis signi�cant amountof labeleddata.

7 Relatedwork

Our distributedclusteringtechniquerelieson combining
multiple parametricmodels. Otherworks of similar �a vor
appliedto differentsettingsincludestackingfor densityesti-
mation[17], distributedcooperativeBayesianlearning[19].
However, in all thesecasesthe emphasisis on quality and
robustnessratherthaninterpretabilityor privacy.

A simple example of integrating multiple generative
modelsfor clusteringis thecombiningof thesetsof means
obtainedthroughmultiple o -meanssolutions.Thishasbeen
studiedin a variety of settings[9, 10], all of which arere-
strictedto vectordata. In contrast,our framework applies
to arbitrarygenerative clusteringmodels,hencecoveringa
wide rangeof complex datatypesencounteredin datamin-
ing.

In works that focus on privacy-preservingdatamining,
oftenindividual recordsor attributesaresubjectedto a “pri-
vacy preserving”transformationand the goal is to obtain
usefulinformationfrom suchtransformeddata. Classi�ca-
tion andassociationrule techniquesfor this scenariohave
beenproposedin [1, 2, 8]. Theseapproachesarealso re-
strictedto vectordatabecauseof an addoperatorrequire-
ment.Anothersettingis aninter-enterprisedataminingsce-
nario suchasthe oneconsideredin this paper, wheremul-
tiple partieswith con�dential databaseswant to apply data
mining algorithmsto theunionof their databases.Thereis
very little literaturein this area,a notableexceptionbeing
the cryptographicmethodfor enablinga securetwo party
computationfor performingtheID3 decisiontreealgorithm

in [13].
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