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Abstract

While data mining algorithms invariably operate on cen-
tralized data, in practice related information is often ac-
quired and stored at geographically distributed locations
due to organizational or operational constraints. Central-
ization of such data before analysis may not be desirable be-
cause of computational or bandwidth costs. In some cases,
it may not even be possible due to variety of real-life con-
straints including security, privacy, proprietary nature of
data/software and the accompanying ownership and legal
issues. This paper briefly describes how one can achieve
distributed clustering in two different settings that impose
severe constraints on the data or knowledge that can be
shared among (local) data sites. The first allows only the
cluster labels of individual objects to be shared, but not
their attributes. The second disallows sharing of the at-
tributes or cluster labels of individual objects altogether. In
this case generative (probabilistic) models of local data are
used to generate ”virtual samples” that are then used to
obtain a ”global” solution. Applications are identified for
both of these settings.

1. Introduction
Extracting useful knowledge from large, distributed data
repositories can be a very difficult task when such data
cannot be directly centralized or unified as a single file or
database due to a variety of constraints. As in much of
parallel processing, early work on distributed data mining
largely focused more on technical constraints such as nar-
row communication bandwidths or limited central storage.
More recently, there has been an emphasis on how to obtain
high quality information from distributed sources while si-
multaneously adhering to restrictions on the nature of the
data to be shared, due to data ownership or privacy is-
sues. Much of this work is appearing under the moniker
of “privacy-preserving data mining”.

Privacy-preserving data mining techniques so far have
largely taken one of three approaches: (i) query restriction
to solve the inference problem in databases[10] (ii) subject-
ing individual records or attributes to a “privacy preserv-
ing” randomization operation and subsequently recovering

the original data [2], (iii) using cryptographic techniques
for two-party or multi-party communications [16]. The first
method is difficult and manually intensive, while the latter
two approaches are largely restricted to vector data and are
applicable only in settings where a central party is collect-
ing individual records that need to be protected.

Most of the privacy-aware distributed data mining tech-
niques developed so far have focused on classification or on
association rules [1, 5, 9, 16]. There has also been some
work on distributed clustering for vertically partitioned
data (different sites contain different attributes/features of
a common set of records/objects) [12], and on parallelizing
clustering algorithms for horizontally partitioned data (i.e.
the objects are distributed amongst the sites, which record
the same set of features for each object) [8]. These tech-
niques, however, do not specifically address privacy issues,
other than through encryption [19]. This is also true of ear-
lier data-parallel methods [8] that are susceptible to privacy
breaches, and also need a central planner that dictates what
algorithm runs on each site.

In this paper, we summarize two recent approaches to-
wards clustering distributed data taking into account vari-
ous privacy restrictions [18, 13]. They correspond to two
different settings that cater to different notions of privacy.
In both the cases, the prototypical application scenario is
one in which there are multiple parties with confidential
databases and the goal is to cluster the entire distributed
data, without actually first pooling this data. For example,
the parties can be a group of banks, with their own sets of
customers, who would like to have a better insight into the
behavior of the entire customer population without compro-
mising the privacy of their individual customers. In the first
setting, the objective is to obtain a single “consensus” clus-
tering of all the objects owned by the different parties with-
out revealing any information about the objects’ attributes
or even the clustering algorithms used by these parties. In
the second setting, one strives to characterize the distributed
data distribution via clustering using high-level information
that provides a trade-off between privacy and quality. The
overall objective of this paper is to show that there are sev-
eral types of privacy constraints and that even though such
constraints can be quite restrictive, surprisingly good results



can be achieved by appropriate algorithm design.

2. Cluster Ensembles
In this section, we summarize some results from our recent
work [18] on the combination of multiple partitionings of
the same underlying set (or subset) of objects without ac-
cessing the original features. Specifically, each clusterer
only provides the cluster labels for the data that it has ex-
amined, to a central “combiner”. It does not however share
information about what features were used for clustering or
what clustering technique was employed. Note that cluster
labels are symbolic, i.e., cluster “A” of one solution may not
correspond to cluster “A” of another solution at a different
site. Also, the number of clusters may differ from site to
site, and these may not even be examining identical sets of
objects or looking at the same feature space. Thus this is a
much more difficult problem than the well-studied problem
of combining the results of multiple classifiers [11].

The setting sketched above is natural to several applica-
tion scenarios that involve knowledge reuse [3]. For cluster-
ing, this means that a variety of clusterings for the objects
under consideration may already exist, and one desires to
either integrate these clusterings into a single solution, or
use this information to influence a new clustering (perhaps
based on a different set of features) of these objects. We
encountered such a situation when clustering visitors to an
e-tailing website based on market basket analysis, in order
to facilitate a direct marketing campaign [17]. The com-
pany already had a variety of legacy customer segmenta-
tions based on demographics, credit rating, geographical re-
gion and purchasing patterns in their retail stores, etc. They
were obviously reluctant to throw out all this domain knowl-
edge, and instead wanted to reuse such pre-existing knowl-
edge to create a single consolidated clustering. Note that
since the legacy clusterings were largely provided by hu-
man experts or by other companies using proprietary meth-
ods, the information in the legacy segmentations had to be
used without going back to the original features or the ‘al-
gorithms’ that were used to obtain these clusterings.

Suppose we are given � clusterings, with the � th cluster-
ing having ��� clusters, and we want to obtain a single con-
sensus clustering with a pre-specified number of clusters, � .
The first issue to address is how to evaluate this consensus
clustering. Note that there is no ground truth to measure
against, unlike in a classification setting. Intuitively, if there
is no other apriori knowledge, then the best one can do is to
extract the commonalities among the different clusterings.
If we consider the cluster labels produced by a solution as
the values taken by a random variable, then a natural mea-
sure of the similarity between two clusterings is the mutual
information (MI) between the two corresponding random
variables. Note that this measure does not require that the
number of clusters in each solution to be the same, or that

a correspondence between the two sets of clusters be pre-
established. Based on these observations, we proposed that
the optimal combined clustering be defined as the one that
has maximal average (pairwise) mutual information with
each individual labeling [18]. Moreover, to cater to solu-
tions with widely differing numbers of clusters, each MI
term was normalized by the geometric mean of the entropies
of the two random variables, so as to lie within the interval
[0,1].

2.1 Efficient Consensus Functions
This average normalized mutual information (ANMI) thus
serves as the objective function for the cluster ensemble
problem. Direct optimization of this objective function is
intractable, as the search space is super-exponential, and
simple greedy approaches resulted in poor solutions. So,
we instead examined three efficient heuristics to obtain high
values for the objective. All algorithms approach the prob-
lem by first transforming the set of clusterings into a hyper-
graph representation. Simply put, each cluster is considered
as a hyperedge connecting all its members (vertices). The
hyperedges obtained from different clusterings are all added
to a common graph, which has � vertices and �
	����
 ��� hy-
peredges where � is the number of datapoints.

The simplest heuristic is to define a similarity measure
between two objects as the fraction of clusterings in which
these objects are in the same cluster. The resulting matrix
of pairwise similarities can be used to recluster the objects
using any reasonable similarity-based clustering algorithm.
The second heuristic looks for a hyperedge separator that
partitions the hypergraph into � unconnected components
of approximately the same size, using a suitable hypergraph
partitioning package such as HMETIS. The idea behind the
third heuristic is to group and collapse related hyperedges
into � meta-hyperedges. The hyperedges that are consid-
ered related for the purpose of collapsing are determined
by a graph-based clustering of hyperedges. Finally, each
object is assigned to the collapsed hyperedge in which it
participates most strongly.

It turns out that the first and third approaches typically
do better than the second. Since the third approach is much
faster than the first, it is preferred. However, note that our
objective function has an added advantage that it allows one
to add a stage that selects the best consensus function with-
out any supervision information, by simply selecting the
one with the highest NMI. So, for the results reported later,
we simply use this ‘supra’-consensus function obtained by
running all three algorithms, and selecting the one with the
greatest score.

2.2 Applications and Results
For brevity, we just illustrate one application of cluster en-
sembles, namely how it can be used to boost the quality of



data subspace #models quality of consensus max. individual quality ave. individual quality
#dims 	 ��� ���������������! "$#&%(')��� �������*�+�����,� ' �- #/.10 ' ��� ���2�����+�����,� ' �3 PENDIG 4 10 0.638 0.479 0.420

YAHOO 128 20 0.410 0.202 0.160

Table 1: Effectiveness of consensus clustering for integrating multiple clusterings based on partial feature views.

results by combining a set of clusterings obtained from par-
tial views of the data. This scenario is motivated by certain
distributed data mining situations in which it is not feasible
to collect all the features at one central location. Results on
a wider range of application scenarios and data sets can be
found in [18].

For our experiments, we simulate such a scenario by
running several clusterers, each having access to only
a restricted, small subset of features. The clusterers
find groups in their views/subspaces. In the combining
stage, individual results are integrated to recover the full
structure of the data (without access to any of the original
features). Results are provided on two real data sets: (i)
PENDIG from the UCI ML repository, is for pen-based
recognition of handwritten digits from 16 spatial features.
There are ten classes of roughly equal size corresponding
to the digits 0 to 9. (ii) YAHOO represents 2340 docu-
ments from 20 news categories, and is available from
ftp://ftp.cs.umn.edu/dept/users/boley/.
After standard preprocessing, each document is represented
by a 4�5�687 -dimensional vector. These two data sets are
partitioned into 10 and 40 clusters respectively by each
clustering algorithm. For this experiment, the individual
clusterers are all graph-partitioning based (as they are
quite robust and give comparable sized clusters), using a
domain-appropriate similarity function, namely, Euclidean
distance for PENDIG and cosine similarity for YAHOO.
Table 1 summarizes the results, averaged over 10 runs.
For example, in the YAHOO case, 20 clusterings were
performed in 128-dimensions (occurrence frequencies of
128 randomly chosen words) each. The average quality
amongst the results was 0.160 and the best quality was
0.202. Using the supra-consensus function to combine
all 20 labelings results in a quality of 0.410, or 156%
higher mutual information than the average individual
clustering. The results indicate that, when processing on
the all features is not possible but multiple, limited views
exist, a cluster ensemble can significantly boost results
compared to the individual clusterings.

3. Distributed Model-based Clustering
Now consider a different privacy preserving scenario where
the over-riding constraint is that information about individ-
ual records, be it the feature values or the cluster label, can-
not be shared with another site. Applications abound, spe-
cially where each record contains various attributes of an
individual. So now we have to describe the data by model-

ing of feature distributions across multiple records in such
a way that the specifics of a particular record are obscured.
To make this problem tractable, we consider the case where
the records have the same sets of features at each site. This
points to an approach of building models locally and then
combining them at a central location to obtain a more ac-
curate model [5, 20]. This approach enables easy analysis
of privacy and communication costs in terms of the local
model that is shared with the central location. The key is to
characterize the data at each site using a suitable probabilis-
tic (generative) model, transmit only the model parameters
to a central site, where “virtual samples” can be now gener-
ated using Monte Carlo Markov Chain sampling techniques
and used to form a combined model. Since generative mod-
els are available for a wide range of data types, from vec-
tors to variable length sequences and graphs [4, 21], this
approach is quite general.

Since another goal of data mining is to obtain highly in-
terpretable results, let the global model be specified as a
mixture model based on a given parametric family (e.g.,
mixture of Gaussians ). We call the resulting search prob-
lem of finding the highest quality global model within this
family of models the Distributed Model-based Clustering
(DMC) problem and state it more formally below.

Let 9;: �*<;=����
 be � horizontally partitioned data sources
generated by a common underlying model, >@? . Let 9,>A� < =�+��

be the local models obtained by applying clustering algo-
rithms to these data sources and 9;B�� < =����
 be non-negative
weights associated with the local models based on their im-
portance or on the size of the corresponding data sources.
The objective of the DMC problem is to obtain the optimal
global model >2CD belonging to a given family of models E ,
i.e., > CDGFIH�JLK�MON�P�;QLR�S TVU > DXWZY where

T[U]\ W is the model qual-

ity cost. A natural definition of the quality cost is the “
distance” from the underlying true model >@? , but since >A?
is unknown, we instead consider the different local models9;>^� < =����
 as estimators of >A? and define the quality cost func-
tion in terms of the average distance from the local models,
i.e.,

TVU > DZW F � =���_
 B,�3` U >^� Y > DLW1a where ` U]\ Y \ W is a suit-
able distance measure for models such as the b 
 distance,
the squared bdc distance and KL-divergence. Of these, KL-
divergence is the most appropriate measure since it is lin-
early related to the average log-likelihood of the data gen-
erated by one model with respect to the other and hence,
we optimize the quality cost function based on the KL-
divergence and use other measures only for secondary eval-



uation of the experimental results.

3.1 DMC Algorithm
It can be shown [13] that the DMC problem, i.e., finding
the global model of a specified parametric family that has
the lowest average KL-divergence to a set of local mod-
els, is exactly equivalent to that of finding the model in
the specified family that is closest to the mean of the lo-
cal models in terms of KL-divergence. This follows from
the result that the average KL-divergence of a set of models
to any model, > D can be written as the sum of the average
KL-divergence to the mean model and the KL-divergence
between the mean model and > D . In the absence of any
constraints, i.e., when no parametric family is specified,
the optimal solution is just the mean model e> such thatfhg� Uji W F � =����
 B,� f �lk Uji W .The mean model also has the nice property that its dis-
tance from the true model is always less than or equal to
the average distance of the set of local models from the true
model for all distance measures that are convex in the sec-
ond argument1. Since the true model >A? is unknown, it is
not possible to find out which of the models 9,> �/< =�+��
 is more
accurate in terms of distance to the true model, but the mean
model is guaranteed to provide an improvement over the av-
erage quality of the available models. The mean model is
thus a good choice in terms of the quality, but it will in gen-
eral have a large number of overlapping components and not
belong to the specified parametric family E . For the sake
of interpretability, we look at the simplified version of the
DMC problem, i.e., finding the model in E that is closest to
the mean model in terms of KL-divergence, i.e.,> CD F
H�JLK�MON�P� Q R�S `nmpo U e> Y > DXW (1)

This new optimization problem (1) is difficult to solve di-
rectly using gradient descent techniques. Therefore, we
pose an approximate version of the above problem based
on a dataset e: F 9 irq <lsq ��
 sampled from the mean model.
Consider the problem of finding the model >�tDvu E that
maximizes the average log-likelihood of the dataset e: . As
the size of the dataset e: goes to w , the average log-
likelihood converges to the cross entropy between the den-
sities fhg� and f �;Q . Now, the cross entropy between any two
densities is linearly related to the KL-divergence between
them, and hence, maximizing the cross entropy with re-
spect to the mean model is equivalent to minimizing the
KL-divergence with respect to the mean model. The ap-
proximate problem, therefore, converges to the unsuper-
vised DMC problem (1) as the size of e: goes to w .

Viewing this approximate problem as a maximum-
likelihood parameter estimation problem leads to the DMC

1Examples of distance functions that are convex in the density function
of the second argument include KL-divergence, x_y distance and squaredx@z distance.

Algorithm 1 DMC Algorithm
Input: Set of clustering models {(|~}3�(�}�� y with weights {(�l}��(�}�� y

summing to 1, Mixture model family � .
Output: |�������(�/�!������ QL�l� � �}+� y � }j���3� �X������ | }�� | �L 
Method:

1. Obtain mean model ¡| such that¢2£���¥¤  h¦ �§ }�� y �!} ¢ � k �¥¤  &¨
2. Generate ¡© ¦ { ¤�ª �(«ª � y from mean model, ¡| using MCMC
sampling.
3. Apply EM algorithm to obtain the optimal model, | �� , such
that| �� ¦ �1�/�l�¬�(­� Q �l� ® � ¡© � | �L ¯¦ �1�/�l�¬�1­� Q �l� °± «§ª � y�²�³ � � ¢ � Q �¥¤ ª  * &¨

algorithm 1. The main idea is to first generate a dataset e:
following the mean model e> , using Markov Chain Monte
Carlo (MCMC) sampling techniques [14] and then, apply
the EM algorithm [7] to this dataset to obtain the cluster-
ing model > tD�u E that maximizes its likelihood of being
observed. The resulting model >2tD is a local minimizer of
the approximate problem and not necessarily the same as
the solution >2CD of the original unsupervised DMC problem.
However, it is guaranteed to asymptotically converge to a
locally optimal solution as the size of e: goes to w . In prac-
tice, one can use multiple runs of the EM algorithm and pick
the best solution among these so that the obtained model is
reasonably close to the globally optimal model.

3.2 Privacy Costs
In this section, we quantify the privacy cost using ideas
from information theory and also show that there is an in-
verse relation between the privacy of the local models and
the quality of the mean model. In order to quantify pri-
vacy, we need a measure that indicates the uncertainty in
predicting the original dataset from the model. We pro-
pose that the privacy, ´ Uji Y > W of an object

i
given a model> be defined in terms of the probability of generating the

data object from the model. The higher the probability, the
lower the privacy. More specifically, noting that the recip-
rocal of the probability is related to uncertainty [6], we have´ Uji Y > W F U f � Uji W]WXµ 
 .For vector data, ´ U-i Y > W F·¶ implies that

i
can be pre-

dicted with the same accuracy as a random variable with a
uniform distribution on a ball of unit volume. We can now
define the privacy, ´ U : Y > W of a dataset : with respect to
the model as some function of the privacy of the individual
data objects. The geometric mean has a nice interpretation
as the reciprocal of the average likelihood of the dataset be-
ing generated by the model, assuming that the individual



samples are i.i.d., i.e.,

´ U : Y > W F ¸V¹º R8» f � Uji W*¼
½�¾¿ À¯¿ F 4 � µ ¾¿ À¯¿lÁnÂZÃ ÀÅÄ Æ 0ZÇ�È(É�� º  j a
A higher likelihood of generating the dataset from the
model implies a lower amount of privacy. For example, let
us consider vector space data being modeled by a mixture of
Gaussians. A highly detailed model with Gaussians of van-
ishing variance, centered at each of the data objects gives
away the entire dataset and has no privacy. This is to be
expected as the probability density f � Uji W goes to w , for all
data objects

i u : making the privacy measure go to 6)Ê .
On the other hand, a very coarse model, say with a single
Gaussian of high variance has a low likelihood of generat-
ing the data and hence, has a high privacy.

Intuitively, if the local models are more detailed, the
combined model can be improved at the cost of decreased
privacy. In particular, there is a linear relation between the
average logarithm of privacy (log-privacy) of the local mod-
els and the quality of the optimal mean model. Using the
weak law of large numbers and Chebyshev inequality [15],
it can be shown that the log-privacy of the local models, >��
converges to the cross-entropy between f �lk and the true dis-
tribution, f �lË , when the size of the individual data sources
tend to w . As a result, the average log-privacy of the local
models converges to their average cross-entropy, which dif-
fers from the KL-divergence between the mean model and
the true model only by a constant. As the privacy of the
local models increases, the ideal quality cost of the mean
model, which is the optimal model with no constraints, also
goes up. On the other hand, when the privacy of the local
models decreases, the mean model tends to be more accu-
rate.

3.3. Experimental Evaluation
In this section, we provide empirical evidence that for a
reasonable global sample size and privacy level, the global
model obtained through the DMC algorithm is as good as or
better than the best local model for different types of data
not only in terms of KL-divergence but also for other dis-
tance measures. We performed experiments on four differ-
ent types of data, namely, vectors in Euclidean space, high
dimensional directional vectors on a hypersphere (a pop-
ular representation of text, for example), discrete symbol
sequences and continuous sequences. For this purpose, we
generated synthetic datasets based on mixtures of Gaussian,
von Mises-Fisher(VMF), discrete and continuous Hidden
Markov models(HMMs) respectively using MCMC sam-
pling techniques. These datasets were then used as the dis-
tributed data sources for obtaining the local clustering mod-
els using the appropriate form of the EM algorithms. De-
tails of the datasets and algorithms can be found in [13]. For
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Figure 1: Variation of global model quality with sample
size.
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Figure 2: Variation of privacy and cluster quality w.r.t. base
model resolution.

each experiment, we computed the privacy costs of the local
models and the ideal quality costs, based on the b�
 distance,
squared b c distance and the KL-divergence measures.

We first studied the performance of the DMC algo-
rithm on the Euclidean vector datasets for different choices
of global MCMC sample size and local model resolution.
Based on this, we chose good values for the global sample
size and model resolution and applied it to different data
types.

An important step in the DMC algorithm is choosing the
global MCMC sample size. Figure 1 shows that the quality
of the global model improves with the number of artificially
generated samples, with diminishing returns after a point.
When the sample size increases to that of the combined size
of all the data sources, the global model is better than even
the best of the local models. Another significant aspect of
our framework is the trade-off between privacy restrictions
and the quality of the combined model obtained, which can
be controlled by picking a suitable model resolution. From
figure 2, we note that the average log-privacy as well as the
quality costs decrease as the number of clusters increases.
Figure 3 shows the quality of the different models for dif-
ferent data types with the global sample size chosen to be
equal to the combined size of all the data sources and the
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Figure 3: Global model quality for different types of data.
The rows 1-4 correspond to the results on Gaussian, direc-
tional, discrete and continuous sequence data respectively.
The black bar represents the average value and the white bar
represents the standard deviation.

model resolution of the local models chosen to be the same
as that of the true model. In all the cases, the global model
performs better than the best local model and is in general
closer to the the quality of the centralized model.

4. Concluding Remarks
We described two settings for distributed clustering un-
der restrictions on what type of information can be shared
among the different local sites. The first setting allowed
only cluster labels to be shared, but not individual features
or specifics of the algorithms employed. This setting does
not need the same set of features to be present at each site,
and can also cater to missing records. A solution was pro-
vided by defining and obtaining a single consensus cluster-
ing. The second setting did not allow even cluster labels to
be shared. However the sets of features at each site need
to be the same, since that allows a way of getting a unified
solution out of generative models developed for each lo-
cal data set. Surprisingly good results are obtained in each
of these settings, even though the sharing restrictions are
rather severe. Further studies of distributed data mining for
a wider range of data analysis goals/procedures and infor-
mation sharing restrictions are warranted in order to unearth
the potential of this emerging pattern recognition area.
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